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education and society.
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1

Scoring

For nearly two decades, the Future Today Institute has meticulously researched macro forces of change and the emerging trends that result. Our
focus: understanding how these forces and trends will shape our futures. Our
15th annual Tech Trends Report identifies new opportunities for growth and
potential collaborations in and adjacent to your business. We also highlight
emerging or atypical threats across most industries, including all levels of
government. For those in creative fields, you will find a wealth of new ideas
that will spark your imagination.
Our framework organizes nearly 600 trends into 13 clear categories, which
are being published as separate reports. Each report includes specific use
cases and recommendations for key roles in many organizations: strategy,
innovation, R&D, and risk.

EMERGING
SOURCES
TRENDS

Recognition, Scoring & Privacy

2
Scoring systems are
leaving an indelible mark
on all individuals. For
some, scoring systems
create advantages
and enhanced user
experiences. For others,
inherent biases and a
lack of available data
on certain individuals
create hindrances and
shortcomings. Copious
data and frameworks
for decision-making are
integral for automated
systems to work.
KEY INSIGHT

Scoring systems make assessments beyond just
people. Food systems can evaluate nutritional
intake for a consumer.

EXAMPLES

3

In the U.S., we have a credit reporting
system that measures our creditworthiness. Banks, financial institutions, and
others use these scores to determine
the likelihood that we might default on
a loan or a mortgage. Financial credit
scoring is available to all consumers—
we can request copies of our financial
credit scores, check their accuracy, and
correct errors. Now, hundreds of types
of data are being harnessed to assign
us scores. However, unlike the credit
reporting system, which is federally
regulated and follows set processes, this
kind of data isn’t subject to enforceable
rules. It can be impossible to find out
what our scores are, how they are being
calculated, and how to correct inaccuracies.

DISRUPTIVE IMPACT

4

Advancement in data mining and
artificial intelligence promise both new
opportunities and potential violations of
privacy as businesses and law enforcement implement scoring systems on
new platforms. Additional risk comes
from China selling its government-funded scoring tools, which can be used on
both individuals and corporations, to
authoritarian regimes elsewhere in the
world. Even as new practical use cases
become apparent for scoring of this
technology.

EMERGING PLAYERS

5

• Density
• Piwik Pro
• Wakefit
• Dynamic Yield
• Access Now
• Os Keyes and the University of
Washington’s Department of Human
Centered Design & Engineering
• Amin Karbasi, associate professor of
electrical engineering and computer
science at Yale University
• Ehsan Kazemi, research software
engineer at Google
• Voyager Labs
• Flock Safety

Each trend offers six important insights.
130

1. Years on the List

3. Examples

5. Emerging Players

6. Action Scale

We track longitudinal tech and science trends. This measurement indicates how long we have followed
the trend and its progression.

Real-world use cases, some of
which should be familiar to you.

Individuals, research teams, startups, and other organizations operating in this space. Mature organizations are included when they are
producing new contributions.

FTI’s analysis of what action your
organization should take.
Fields include:

2. Key Insight
Concise description of this trend
that can be easily understood and
repeated to others.

3

© 2022 Future Today Institute

4. Disruptive Impact
The implications of this trend on
your business, government, or
society.

 Watch Closely
Mounting evidence and data,
but more maturity is needed. Use
this trend to inform your vision,
planning, and research.

 Informs Strategy
Strong evidence and data. Longer-term uncertainties remain.
This trend should inform your
strategic planning.

 Act Now
Ample evidence and data. This
trend is already mature and
requires action.

© 2022 Future Today Institute
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SCENARIO

Your Body, Your Home: An FAQ • Mid-future pessimistic scenario

Your Body, Your Home: An FAQ

You will find scenarios imagining future worlds as trends evolve
and converge. Scenarios offer a fresh perspective on trends and
often challenge your deeply held beliefs. They prompt you to
consider high-impact, high-uncertainty situations using signals
available today.
1. Headline
A short description offering you a glimpse into future changes.
2. Temporal and Emotive Tags
A label explaining both when in the future this scenario is set and
whether it is optimistic, neutral, pessimistic, or catastrophic.
3. Narrative
The descriptive elements of our imagined world, including the
developments leading us to this point in our future history.

SCENARIOS
SOURCES

Recognition, Scoring & Privacy

Why did my smart home’s
conservatorship system activate?

What does the AI
conservator control?

If your smart home and your
wearable devices detected erratic
behavior––which might include
memory loss, significant emotional
distress, or a noticeable physical
impairment––your AI conservator
activated to protect you from
potential harm. Some devices may
include biomarker tracking. In that
case, your biomarkers can reveal
cognitive decline long before you,
your friends or relatives might sense
that anything is wrong.

The AI conservator, once activated,
acts as an intermediary between
you and all of the smart devices and
smart home ecosystem registered to
your account(s).

A temporary AI conservatorship is
established when individuals such
as yourself are unable to make
sound decisions on their own.

When you opted in to your device
ecosystem’s expanded offerings,
you asked your technology platform
provider to protect you in your
connected home.
The AI conservator will now make
decisions on your behalf. You will
temporarily be banned from making
large purchases. You may find that
your stove or oven will automatically
turn on and off––this is normal.
Why won’t my garage door open?
If you lease or own a vehicle and
it is parked in your garage, your

152

AI conservator may deem you
ineligible to drive. This may be
temporary.
Can my adult children or a third
party negotiate with the AI
conservator?
Yes. If you designated an adult
to act on your behalf before the
AI conservator activated, and if
that adult is deemed sound by the
AI conservator, that person can
negotiate on your behalf.
Can I petition to have the AI
conservator deactivated?
Yes, however any request made
requires one week’s worth of data
for analysis. During that time, you
may come and go freely from your
smart home, however your wearable
devices must remain on your body
and powered on at all times.

© 2022
2022 Future
FutureToday
TodayInstitute
Institute

Scenario sources:
The Future Today Institute uses a wide array of qualitative and
quantitative data to create our scenarios. Some of our typical
sources include patent filings, academic preprint servers, archival research, policy briefings, conference papers, data sets,
structured interviews with experts, conversations with kids, critical design, and speculative fiction.

4
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What’s the new normal? Most of us feel an urgent need to
get back to normal, especially as we continue to witness
and endure an unprecedented amount of change. Early
this year, Russian President Vladimir Putin waged an unprovoked war against Ukraine, which led to a rapid global
response. Switzerland broke with tradition and took a side,
freezing Russian assets and denying entry to oligarchs.
Anonymous, the global hacker collective, waged a cyberwar against Russia, infiltrating government databases and
state propaganda websites.
Within the past 12 months, DeepMind solved a 50-yearold problem in biology, opening up new pathways to
drug discovery. AI systems proved that they can generate images and text as well as a human. Facebook and
Square changed their names to Meta and Block, signaling
a digital land grab in the emerging Web 3.0. The biggest
streamers—Netflix, Disney+, AppleTV, Hulu—discovered a
formidable competitor in social commerce networks like
Shein. Seemingly every day, a new set of signals emerge to
challenge our existing mental models.
It might feel pointless to forecast the future past a few
weeks or months. But strategic foresight results in preparations, not predictions. Trends invite us to consider alternative outcomes from those we previously imagined. They
also unlock something invaluable in each one of us: the
ability to re-perceive reality. The act of “re-perception”
awakens you to the possibility of a future that differs from
your current expectations. It helps you understand that you
cannot know all things at all times, and that you should be

5

OVERVIEW
SOURCES

Recognition, Scoring & Privacy

curious, rather than absolutely certain, about what you
perceive in the present.
Our 2022 Tech Trends Report is designed to help you
re-perceive the world so that you can confront deep uncertainty, adapt and thrive. In this 15th anniversary edition,
we have analyzed nearly 600 technology and science
trends that impact most industry sectors. We created 14
separate volumes, and each report focuses on a related
cluster of trends. You will also find vivid scenarios depicting the unexpected ways in which the future might unfold.
In each volume, we discuss the disruptive forces, opportunities and strategies that will influence your organization
in the near future.
Now, more than ever, your organization should examine
the potential near and long-term impact of tech trends.
You must factor the trends in this report into your strategic
thinking for the coming year, and adjust your planning,
operations and business models accordingly. But we hope
you will make time for creative exploration. The new normal is unfolding for those who know how to re-perceive
signals in the present.

Amy Webb
CEO
The Future Today Institute

© 2022 Future Today Institute
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This is volume 02 in the Future Today
Institute’s 2022 Tech Trends Report. Each
volume covers a different set of topics.
To find additional volumes, visit
www.futuretodayinstitute.com/trends

13

Recognition, Scoring & Privacy

00

01

02

03

04

05

06

07

08

09

10

11

12

13

Recognition, Scoring & Privacy

KEY INSIGHTS

Key Insights
 COVID-19 dismantled expectations

for privacy.
 National and private genetic data-

bases will launch in 2022.
 Employer surveillance of workers

has accelerated as the pandemic
normalized remote work.
 Big Tech employees are protesting

workplace surveillance technologies, from algorithmic time tracking
to “tattleware” installed on their
laptops.

 China collects massive amounts of

data—on its own citizens as well as
others around the world. New laws
taking effect in 2022 give the Chinese government significant control
over data from both individuals and
businesses.
 Rather than wait for federal legisla-

tion, more U.S. states are acting to
protect consumer privacy now.
 A piecemeal approach to recogni-

tion and scoring systems will challenge businesses this year.

 Consumers are frequently turning to

apps to get help with mental health,
monitor chronic disease, and track
health details, but few realize this
personal health information is being
shared with others.

7
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6TH YEAR ON THE LIST

Recognition

Recognition systems are becoming
more pervasive.

9

KEY INSIGHT

EXAMPLES

DISRUPTIVE IMPACT

EMERGING PLAYERS

Anonymity is dead.
We are surrounded by
cameras, speakers, and
a host of other smart
devices that monitor us
in real time, all the time.
Recognition systems use
hundreds of different
data points to identify
and track us and to
predict our likely future
actions both online and
in the physical world.

Recognition systems—whether they use
our voices, faces, fingerprints, or even
heartbeats—are wildly popular for good
reason. There is tremendous value in
all of this discoverability. Many of our
daily activities now require some form
of biometric recognition. Persistent
recognition allows companies to learn
more about consumers and provide
them with a level of personalization that
could not possibly be achieved at scale
any other way. Predictive recognition
systems help law enforcement agencies
keep track of criminals and prevent
crime. Responsive recognition technologies understand context and interact
with us accordingly: They’re starting to
empathize with us when we’re sad and
express enthusiasm when we’re excited.

Calls to ban facial recognition have
increased, and they come not only from
human rights organizations but from
the likes of Amazon, which banned police from using its recognition technology. However, your face isn’t your only
biomarker. You can be recognized using
thousands of personally unique data
points, including your gait. Recognition
technologies aren’t necessarily nefarious; they have many positive use cases,
including fraud detection, genome sequencing, and precision agriculture. But
we don’t yet have common norms and
standards. The more commonplace this
recognition technology becomes, the
harder it will be to regulate it, despite
the momentum of such efforts in the
U.S. and Europe.

• Amazon’s Rekognition Video
• Hoan Ton-That, CEO of Clearview AI
• ID.me
• Amazon Connect Voice ID
• Sensory Inc.
• Speechmatics
• Alibaba DAMO Academy
• Sonde Health
• Neuroscience researchers from the
University of Stuttgart in Germany
and Flinders University in Australia
• Researchers at Sungkyunkwan
University and Hanyang University in
South Korea
• Apptricity
• Imageware
• Affectiva

© 2022 Future Today Institute

There will come a time when it isn’t ‘They’re
spying on me through my phone’ anymore.
Eventually, it will be ‘My phone is spying on me’.
— Philip K. Dick, author

10
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Personal Identification

Faceprints

Facial recognition identifies a traveler at a security
checkpoint.

11

Our faces have unique contours and
pigments. Even identical twins aren’t
truly identical—they have thousands
of tiny differences that might even be
imperceptible to human eyes. Just as
we each have unique fingerprints, we
have unique faceprints. When a recognition system scans human faces, it can
identify people based on their biometric
features, whether it’s recognizing faces
in real time or in photos and videos.
NEC has software that can recognize a
face obstructed by a surgical mask by
focusing on the eyes and surrounding
areas, and can turn over results in less
than a second with 99.9% accuracy. The
controversial company Clearview AI
uses machine learning to deblur pictures and depict full faces of individuals
wearing masks, by filling in the incomplete faceprints. Numerous amusement
parks now use or have tested facial
recognition to facilitate contactless entry, including Walt Disney World’s Magic

Kingdom in Orlando, Universal Studios
in Beijing, and Abu Dhabi’s Yas Island.
As many as 27 state unemployment
agencies are using facial recognition by
ID.me as a means for fraud prevention.
PimEyes gives any web user the ability
to upload the image of a face and, in
less than 1 second, scans more than
900 million online images to produce
matches from public sites.

Voiceprints
Just as each person has a unique set
of face characteristics, our voices also
contain various measurable characteristics that can identify us. Amazon
Connect Voice ID, an application for
replacing knowledge-based authentication, examines rhythm, pitch, and
tone to create a digital voiceprint of an
individual. Using machine learning, the
app needs only 30 seconds of speech to
create a voiceprint and 5–10 seconds of
speech for authentication or to indicate
risk of fraud. Sensory Inc., a leader in

edge artificial intelligence, has developed speech recognition for children by
overcoming challenges that traditional
speech recognition encounters because
of the linguistic differences between
children and adults.

Heartprints
Our heartbeats, just like other biometric
identifiers, are unique, and some scientists think they could be better identifiers than a fingerprint. The Pentagon has
created a laser that can scan and identify an individual’s heartbeat up to 650
feet away. One advantage of heartbeats
as identifiers is that they can provide
continuous authentication, essentially
sending out a biometric password every
second. Privacy concerns surround
heartbeats as a mode of authentication,
however, because this vital sign can
provide a glimpse into an individual’s
emotional state and health status.



Gait Recognition
Even the way people walk can be analyzed like a fingerprint. An individual’s
gait presents a unique signature. Gait
recognition technology uses machine
learning algorithms to identify a person from an image or moving image,
whether their face is in view or not. The
technology matches silhouette, height,
speed, and walking characteristics
against information within a database to
make an identification. The Pentagon is
in the process of developing technology
that will enable smartphones to identify
users based on the way they walk. It’s
working with smartphone manufacturers to widely distribute this technology,
while making use of sensors already in
the phone to ensure that it is being handled by the owner or intended user.

Accent Recognition
We rarely speak using standard, perfect
language, and that poses a problem for

© 2022 Future Today Institute
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Personal Identification

voice recognition systems. While they
have radically improved over time, benefiting from a larger body of test data
and from developments in deep learning, these systems do not always work
as well for subgroups of the population,
causing concerns about bias. Cambridge, England–based Speechmatics is
working to solve this issue and has outperformed Amazon and Google in overall accuracy of African American voices,
with a 45% reduction in speech-recognition errors. Advancements from the
company will address accuracy across
accents, dialects, age, and other sociodemographic characteristics by using
self-supervised learning. This method
uses both labeled and unlabeled data to
build an understanding of speech with
its own guidance. New voice recognition
algorithms developed at the Alibaba
DAMO Academy can allegedly understand Mandarin, 14 Chinese dialects,
and English.

12



Emotion Recognition
Our devices don’t just know who we
are—they also know how we’re feeling.
While debate surrounds the efficacy of
facial recognition systems to accurately
assess the emotional state of people,
our voiceprints might carry much more
useful data for evaluating our emotional
states. Vocal biomarker startup Sonde
Health intends for its voice assistant to
detect a range of medical conditions, including mental fitness. The app samples
30-second audio recordings to analyze
subtle changes or nuances in a user’s
voice. It detects changes in smoothness, control, liveliness, energy range,
and clarity, as these conditions could
indicate instances of depression, stress,
anxiety, or fatigue. In a different approach, Hyundai Motor filed a patent in
2019 for an electronic device that can attach to an individual’s skin and measure
bio-signals to ascertain their emotions.
A display can reveal a color associated
with a pre-identified emotion. While



bio-signals might more accurately
determine emotions, this more invasive
approach will likely limit its use.

Personality Recognition
Numerous academic studies have used
Twitter and Facebook as sandboxes for
computational personality-recognition
experiments. The studies seek to understand whether an AI system can predict
how, given a set of data, you’re likely
to react in just about any situation.
The now infamous predictive analytics firm Cambridge Analytica posed
this question, when it used automated
personality recognition and targeting to
help Donald Trump win the election. To
assess your personality in real time, political candidates, law firms, marketers,
customer service reps, and others are
beginning to use new systems that review your online behavior, emails, and
conversations you have by phone and
in person. The goal: to predict your spe-

cific needs and desires. Beyond inputs
made through social media and websites, physical characteristics could also
indicate someone’s personality. Neuroscience researchers from the University
of Stuttgart in Germany and Flinders
University in Australia have found that
algorithms can be used to assess eye
movements to determine four out of five
major personality traits: neuroticism,
extroversion, agreeableness, and conscientiousness. Meanwhile, researchers
from the University of New Mexico
suggest that head movements detected
with automated tracking algorithms
may have the ability to signify psychopathy, while other research indicates that
machine learning could identify borderline personality disorder. Whether using
online shadow profiles or biometric
identifiers, insurance underwriters,
employers, and marketers see extreme
value in identifying personality traits of
individuals. However, the risk of misidentifying characteristics could prove



costly if such data were used to determine insurance premiums, make hiring
decisions, or create highly targeted ads.

Bone Recognition
In 2018, the U.S. Air Force applied for
a patent that explains how wideband
radar can be used to identify people
by their bone structure. A transmitting
antenna sends a signal to a human, and
that person’s biometric radar signature
is compared against known signatures
in a database. People with metal and
screws in their bodies become more
easily identifiable when scanned with
beacons, even though those characteristics are outwardly invisible. Since
2018, researchers have published
numerous papers about the technology.
Meanwhile, scientists at the University
of Arizona’s Department of Electrical
and Computer Engineering developed
a method to measure skeletal posture
using mmWave radar and convolutional
neural networks.
© 2022 Future Today Institute
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Cloning, Transcription, and Content Generation

Recognition for Animation
and Video

Chef Anthony Bourdain’s voice was synthesized using AI for the documentary Roadrunner.

13

Powerful AI systems now automatically
recognize animated characters. Disney’s
Direct-to-Consumer & International Organization built a facial recognition system for Disney’s century of content. The
machine learning platform, Content
Genome, populates knowledge graphs
with metadata. Algorithms use that data
for search, discovery, and personalization. Training AI to recognize animated
faces (and evil machines) is more challenging than recognizing human faces;
animated faces can appear on trees,
cars, and any number of other objects.
For instance, in the Disney Pixar movie
“Cars,” the main characters had eyes on
their windshields, mouths on their bumpers, and no noses. Amazon’s Rekognition Video uses similar principles but
to detect a broader range of identifiers.
The machine learning–enabled service
can identify objects, scenes, celebrities,
text, activities, or inappropriate content

on stored videos. Each detection in the
platform generates metadata that is
indexed for advanced video search.

Automatic Voice Transcription
Automatic voice transcription serves
many practical applications: recording
meeting minutes, taking lecture notes,
generating transcripts for podcasts and
shows, and serving medical and pharmacological teams as they work with
patients. Stenograph LLC, a leader in legal transcription technology, is adopting
automatic speech recognition to provide
legal transcription services. Called
Phoenix, the system uses decades of
industry knowledge of legal terminology to its advantage. Alibaba’s Tingwu,
Mandarin for “listen well,” is a virtual
assistant capable of transcribing and
creating organized summaries of meetings and conferences. Tingwu boasts a
98% accuracy rate, can decipher custom
vocabulary, and can identify 10 separate
voices during a single meeting.

Voice Cloning
If they have a large enough body of
recorded speech to learn from, machine
learning algorithms can be used to essentially clone a voice, so that its speech
is indistinguishable from the original.
Anyone who has ever recorded a podcast is familiar with editing challenges,
such as overlapping talking, sneezes
or coughs, or background noises. Such
moments can interrupt momentum or
stop a conversation cold. But what if you
could edit a spoken conversation the
way you edit a Word document? That’s
the promise of voice cloning. The most
prominent recent use of such technology occurs in “Roadrunner,” a documentary that features three digitally created
quotes in the voice of the late Anthony
Bourdain. Director Morgan Neville’s
decision to share hours of the celebrity
chef’s voice recordings with a software
company to create the digital rendering
was not well received by all audiences,
and has sparked an ethical debate re© 2022 Future Today Institute
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Cloning, Transcription, and Content Generation

garding such technology. It can be used
in nefarious ways. When researchers
at the University of Chicago tested two
open-source, deepfake voice synthesis
algorithms, SV2TTS and AutoVC, the
voices they created with the former
were able to trick Microsoft Azure 30%
of the time and WeChat and Alexa twothirds of the time. These experiments
proved that a hacker could easily mimic
an individual’s voice to log on to certain
platforms or access payments in other
systems.

Object Recognition in 		
Computational Photography

Researchers at the University of Chicago used deepfake voice synthesis algorithm, SV2TTS to clone voices for the purpose of tricking voice recognition platforms.

14

Computational photography is the convergence of computer vision, computer
graphics, the internet, and photography.
Everyone with a smartphone now has
access to computational photography
tools. In its iPhones, Apple uses computational photography to achieve a shallow depth of field, while Facebook cor-

rects any 360-degree photos you upload.
Research from Nvidia and the University
of California, Santa Barbara revealed a
computational zoom technique that lets
photographers change the composition
of their pictures in real time. Photos are
taken in a stack and then rendered with
multiple views, allowing photographers
to change perspectives and the relative
size of objects within a photo after it
has been taken. Computational photography could also be used to seamlessly
remove or add objects in scenes, change
shadows and reflections, and add other
atmospheric touches. Meanwhile, MIT’s
Computer Science and Artificial Intelligence Laboratory and Google developed
a technique to automatically retouch
and enhance the pictures we take with
our mobile phones.

© 2022 Future Today Institute
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Biology and Genetics

Genetic Recognition
The popularity of consumer DNA testing
may help people learn more about their
ancestry, but it’s also making it easier to
recognize people without their permission or knowledge. It is now possible to
find and recognize about 60% of people
in the U.S. who are of European descent,
even if they’ve never sent in a sample to
23andMe, Color, AncestryDNA, or any of
the other testing services now available.
That’s because raw biometric data can
be uploaded to open-source databases
like GEDmatch, which allows users to
look for relatives across all of the other
DNA platforms. Forensic researchers
can combine that information with
data points found on websites such as
Facebook or in government databases.
23andMe’s enormous bank of human
genetic data is now one of the largest
in the world—and certainly one of the
most valuable. Nearly 12 million people
have now paid the company to sequence
their DNA, and 30% choose to share

15

their reports with health care providers.
Genetic testing from collected DNA has
the potential to detect genetic variants that can be tied to chronic kidney
disease, hereditary haemochromatosis,
and the breast cancer genes BRCA1
and BRCA2. While more individuals are
open to genetic testing to inform health
care decisions and diagnoses, human
diseases often stem from the interaction
of multiple genetic effects and environmental factors, so the real value of
collected DNA data occurs in aggregate
for scientific research. Large datasets
provide more value for discovering unknown information about the genome,
rather than providing diagnostic information for the individual. In either case,
consumer genetic tests serve the future
of health care.

Universal Genetic Databases
The proliferation of consumer DNA
testing services represents significant
untapped opportunity in myriad indus-

tries and fields, including insurance,
pharmaceuticals, and law enforcement.
Hence, there are several major new
efforts to collect and structure this
data for better access. In 2020, private
equity firm Blackstone, which boasts
more than half a trillion dollars in assets
under management, bought Ancestry.
com and now owns the DNA data of 18
million people. It has the largest set of
consumer DNA available and includes
the genome sequences of people from at
least 30 countries. According to its U.S.
Securities and Exchange Commission
filings, Blackstone intends to package
and sell that genetic data to other companies. In December 2020, professors
from the Wharton School of Business
published research showing how DNA
could be used for effective marketing
across a wide spectrum of arenas, from
health care and medicine to food and
wine. Vanderbilt University researchers
also say that law enforcement could
find people who’ve committed serious

crimes if a universal database existed
with standardized genetic profiles for
every person living in or visiting a given
country. A laboratory in Texas is using a
DNA database called DNASolves to help
identify crime victims in Mississippi.
The database includes user-submitted
genetic material, pulled from platforms
such as AncestryDNA and 23andMe, so
that investigators have more information for matching DNA to unidentified
remains. After seeing China develop a
universal database populated with the
genetic information of its citizens, Saudi
Arabia, Kuwait, and the U.K. are considering creating their own such databases.
These actions raise ethical concerns, as
China has enrolled more than 10 million
individuals, including young children,
who have no concerning criminal
history. These individuals can’t control
how the data is collected or used, and
Chinese authorities obtain DNA without
consent. In 2021, the cybersecurity and
privacy watchdog Comparitech deter-

mined that China is the world’s worst
offender of widespread and invasive
biometric data collection.

Food Recognition Systems
Industrial food processing plants
already use computer vision to detect
anomalies in products as they move
down conveyor belts, but advanced AI
systems can now detect problems with
very little training. Before crops even
reach processing locations, image-recognition technology and diagnostics
can help farmers determine soil and
crop health and identify diseases in the
crops. Beyond industrial use, computer
vision can help individuals make better-informed eating decisions by recording food choices, measuring portions,
and estimating nutritional value.
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Inputs and Interfaces

Gesture Recognition and
Natural User Interfaces

Researchers at the Electronics Telecommunications
Research Institute in South Korea built a system to
map bioacoustic signatures.
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Emerging gesture recognition systems,
or natural user interfaces (NUIs), will
be an important future component of
many different technologies. These
technologies can now identify us by
interpreting motion and then make
decisions on our behalf. Imagine picking up a digital object with your hand
or controlling a remote robotic arm
without being tethered to a series of
wires. Gesture recognition unlocks the
interplay between our physical and digital realms. Microsoft has filed a patent
for a system that would enable security
analysts to investigate incidents using
physical gestures to analyze and sort
datasets within a virtual setting. Hand
motions would facilitate operations
such as “grab and drag” and “tap on” to
control data in this virtual environment.
An effort by researchers from Nara
Institute of Science and Technology and
Arizona State University has resulted in

a projection system that can turn any
surface into a touch screen. The system
combines a scanning laser, scanning
camera, and a simple image-processing
algorithm to detect the location of a
user’s finger. This low-cost ($500 prototype) solution could provide augmented-reality experiences without the need
for headsets. Turin, Italy–based startup
Deed has developed a smart bracelet
that uses bone-conduction technology
to interpret hand gestures to facilitate
phone calls or to make digital payments.  

Touch Recognition
Researchers at Sungkyunkwan University and Hanyang University in South
Korea have developed an artificial neural tactile skin system akin to the tactile
recognition process of humans. It uses
sensors to detect pressure and vibration, based on data similar to what human sensory neurons gather. Researchers found combining a deep-learning

technique with this system allows it to
identify and classify surface textures
and structures with 99.1% accuracy.

Bioacoustic Recognition
Sound waves generate unique sound
signatures as they pass through physical
objects. A unique bioacoustic signature is created when sound waves pass
through a person’s skin, bones, and soft
tissues. Researchers at the Electronics
Telecommunications Research Institute
in South Korea built a system to map
those bioacoustic signatures, using a
transducer that gently vibrates, generating sound waves (even those indiscernible to human ears). Using these
signatures, they can now discreetly
and noninvasively determine a person’s
identity.

Wi-Fi Recognition
For more than 20 years, the primary use
of Wi-Fi has been for communication

between devices. But now, the technology is being increasingly used as a radar
array, capable of sensing environmental
changes that happen between the transmitting devices. When an individual enters the communication path between
a wireless router and a smart device,
an instrument running on the router
can sense the disruption between the
devices and determine the location and
size of the individual. With Wi-Fi signals
essentially ubiquitous today, these radio
waves can detect people, objects, and
movements as far as the signal can
broadcast, even through walls. And as
more devices are added to networks
within smart homes, the increase of
transmissions improves the level of
detection. Researchers at the University of California, Santa Barbara had
previously used ambient Wi-Fi signals
and a smartphone to look for revealing
pattern changes in signal strength. A
new technique enables them to count
stationary individuals within a space by
© 2022 Future Today Institute
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observing fidgeting and unconscious
movements. Applications for Wi-Fi sensing range from adjusting heating and
cooling systems based on crowd size to
limiting occupancy of a space during a
pandemic. More sophisticated antennas
and machine learning can help detect
breathing rates and heartbeats. The variety of applications of Wi-Fi recognition
has created a need for new standards.
In 2024, the Institute of Electrical and
Electronics Engineers will release a new
802.11 standard specifically for sensing,
rather than for communication.

Proximity Recognition

Finger vein patterns are an identifiable characteristic that can be used with other identifiers as a means of
multi-input recognition.
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Instead of GPS coordinates, some offices
and schools have deployed Bluetooth
beacons and wireless access points to
track people as they move. The technology can collect as many as 6,000 data
points per day per person, pinpointing
people’s locations with accuracy down
to just a few feet. While beacons have

been used previously in closer ranges,
Apptricity has transcended scale limitations and developed a 20-mile Bluetooth
beacon. The technology is capable of
relaying data that far and can reach as
high as 20 floors inside buildings. These
ultra long-range Bluetooth beacons
initially have applications for local
governments to track property such as
fire trucks, police cruisers, maintenance
vehicles, and ambulances. The technology could also be used by health care
institutions to track ventilators or heart
monitors. Industries including manufacturing, warehouse, transportation,
distribution, pet care, and construction
could also benefit.

Multi-input Recognition
Looking for unique biomarkers beneath
the skin’s surface is a clever way of
identifying people—hairstyles and eye
colors can be changed or masked easily,
but it’s near impossible for someone to

rewire their vein structure. Biometric
authentication offers an added layer of
security because it requires living humans: Systems look for both structure
and movement. But for those who are
concerned that one bio-identifier isn’t
secure enough, scientists at the National Taiwan University of Science and
Technology have developed a two-factor
authentication method that first looks at
skeleton topologies and then finger vein
patterns. San Francisco–based Imageware makes use of multi-modal biometrics as a means of authentication. When
implementing the platform as a security
measure, admins can choose a single
biometric or a combination of biometrics for the purpose of authentication.
Biometrics applicable to this service
include the iris, face, voice, palm, and
fingerprint.  
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Responsive Recognition Systems

Responsive Recognition
Technology

Amazon introduced Astro, an Alexa-powered home robot, in 2021.
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Real-world conversation is full of
nuance: We use words and emphasis in
unique ways, we interrupt each other,
and sometimes we need others to help
us express what we’re thinking. All of
these communication styles pose serious hurdles for AI, which doesn’t adapt
as easily to a multivariate situation,
such as everyday people talking to one
another. Soon, Amazon’s Alexa, using
responsive recognition technology, will
join conversations in a way that feels
both natural and useful. Upgrades will
make the digital assistant more responsive, proactive, and humanlike. Beyond
engaging in conversation, Alexa will be
able to detect other atmospheric sounds
such as snoring, coughing, the cries of
a baby, or a dog barking, and can then
respond with a set of commands. The
next time you have a coughing fit, don’t
be surprised if Alexa adds chicken soup
to your next Amazon order.

Affective Computing
Affective computing is an interdisciplinary field spanning computer science,
psychology, neurobiology, and cognitive
science, and it intersects directly with
AI. There’s good reason for interest in
this research: Recognizing human responses and triggers that affect behavior
can help algorithms accomplish their
goals, whether that’s to nudge a shopper
into completing her purchase online or
to sway someone’s political views before
they visit the polls. Last year, software
company Affectiva was acquired by the
AI eye-tracking company Smart Eye
for $73.5 million. Affectiva has used
affective computing to focus on automotive applications, helping cars manage
their drivers rather than the other way
around. By recognizing emotional and
cognitive states from deep learning,
computer vision, and voice analytics,
affective computing systems in vehicles will prevent drivers from doing
dangerous things. Basic driver-moni-

toring tools are already available that
monitor eye movements and blink rates
to determine if the driver is impaired,
but affective computing promises to
alert a driver when it detects fatigue
or drowsiness, even going so far as to
suggest places for the driver to purchase
a strong cup of coffee. While vocal cues
serve as potential inputs for affective
computing systems, biological data
from other sources—our skin, our faces,
our DNA—can be useful, too. Analysts
expect affective computing to become a
$37 billion industry by 2026.
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Avoiding Recognition Systems

Biometric Camouflage

Israeli company Adversa AI adds noise to images to trick recognition systems into misidentifying people.
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The process of fooling facial recognition
algorithms can take different forms: occlusion, confusion, or oversaturating a
system with a multitude of false faces or
inputs. Occlusion functions by blocking
certain facial features to prevent cameras from detecting a human face. This
is not always a feasible option in public
as complete face coverings may be
prohibited or overly conspicuous, and
facial recognition is still able to identify
partially occluded faces. Confusion is an
attempt to convince recognition systems
that there is no face present. Clever
attempts to transform the appearance
of the face beyond recognition include
jewelry, makeup, LED-powered glasses, and clear epoxy masks with ribbed
patterns. Taking a completely different approach, HyperFace attempts to
thwart facial recognition by overloading
algorithms with the very things they are
searching for. By oversaturating a recog-

nition system’s field of view with faces,
this theoretical work by Adam Harvey
diverts the gaze of the algorithms,
ultimately causing the target individual’s
face to get lost in the crowd. In contrast
to other methods, HyperFace aims
to alter the appearance of the areas
surrounding a face, rather than directly
altering the face itself.

Efforts to Thwart Recognition
Systems
As facial recognition becomes ubiquitous, various groups want to limit the
technology’s effectiveness in order to
protect privacy. While methods of confusing or obscuring facial recognition
systems are not always feasible, researchers have begun trying to confuse
online applications that scrape and collect images used as inputs for training
facial recognition engines. Researchers
from the University of Chicago have created a program, Fawkes, that adds extra

pixels to images to cause facial recognition apps to misclassify faces. Taking
this principle a step further, Israeli
artificial intelligence company Adversa
AI adds noise, or small alterations, to
photos of faces, causing algorithms
to detect a different face than what is
visible to the naked eye. The algorithm
is successful at imperceptibly changing
an individual’s image to someone else of
their choosing.

Efforts to Ban Facial
Recognition
In September 2020, King County,
Washington became the first county in
the United States to ban the private use
of facial recognition, while San Francisco had previously banned its use by
local agencies and law enforcement on
a city level. On the East Coast, Maine
took a stringent stand against facial
recognition algorithms, even preventing
government use except for very specific
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Activists and artists are increasingly relying on unique makeup patterns to evade facial recognition systems.
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situations. Finding inspiration in the
actions of King County, two dozen civil
and human rights organizations wrote
an open letter calling on federal, state,
and local government officials to ban
both the corporate and private use of
facial recognition. The letter cited the
potential for large companies such as
Amazon, Apple, and Uber to use the
technology to discriminate against
minorities and marginalize employees.
Regulators in Australia banned Clearview AI from scraping images from websites in the country and ordered data
previously collected there to be deleted.
Sensing the backlash toward facial
recognition systems, Meta announced
that it would stop using the technology
for photo-tagging on Facebook. However, this commitment does not extend to
metaverse products, as the company is
already exploring ways to use biometrics with its emerging platform.

Wrongful Recognition
In January 2020, police falsely arrested
a Michigan man in front of his wife and
daughters because of an incorrect facial
recognition match. Robert Williams was
held overnight in jail after the recognition system identified him as an individual who shoplifted watches from a
Shinola store. The case was dropped two
weeks later as prosecutors suggested
that officers used unreliable evidence.
Williams has since sued Detroit police
in one of the first lawsuits to question
the potential for facial recognition
systems to lead to the imprisonment of
innocent people. Two other instances
of false arrests have also led to legal
action. In all three instances, the men
were Black, further demonstrating how
facial recognition used in law enforcement disproportionately impacts
communities of color. Wrongful recognition occurs when recognition systems
haven’t been audited for bias.
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4TH YEAR ON THE LIST

Scoring

Scoring systems make assessments beyond just
people. Food systems can evaluate nutritional
intake for a consumer.
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KEY INSIGHT

EXAMPLES

DISRUPTIVE IMPACT

EMERGING PLAYERS

Scoring systems are
leaving an indelible mark
on all individuals. For
some, scoring systems
create advantages
and enhanced user
experiences. For others,
inherent biases and a
lack of available data
on certain individuals
create hindrances and
shortcomings. Copious
data and frameworks
for decision-making are
integral for automated
systems to work.

In the U.S., we have a credit reporting
system that measures our creditworthiness. Banks, financial institutions, and
others use these scores to determine
the likelihood that we might default on
a loan or a mortgage. Financial credit
scoring is available to all consumers—
we can request copies of our financial
credit scores, check their accuracy, and
correct errors. Now, hundreds of types
of data are being harnessed to assign
us scores. However, unlike the credit
reporting system, which is federally
regulated and follows set processes, this
kind of data isn’t subject to enforceable
rules. It can be impossible to find out
what our scores are, how they are being
calculated, and how to correct inaccuracies.

Advancement in data mining and
artificial intelligence promise both new
opportunities and potential violations of
privacy as businesses and law enforcement implement scoring systems on
new platforms. Additional risk comes
from China selling its government-funded scoring tools, which can be used on
both individuals and corporations, to
authoritarian regimes elsewhere in the
world, even as new practical use cases
become apparent for scoring of this
technology.

• Density
• Piwik Pro
• Wakefit
• Dynamic Yield
• Access Now
• Os Keyes and the University of
Washington’s Department of Human
Centered Design & Engineering
• Amin Karbasi, associate professor of
electrical engineering and computer
science at Yale University
• Ehsan Kazemi, research software
engineer at Google
• Voyager Labs
• Flock Safety
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Personal Scoring

Biometric Scoring

Biometric scoring is now more common due to
COVID-19 protocols.
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Quantifying and analyzing our biometric data can reveal patterns in our
activities and a lot about who we are,
what we’re thinking, and what we will
likely do next. Behavioral biometrics
use machine learning to understand
hundreds of unique biometric data
points to understand, authenticate,
nudge, reward, and punish us. Behavioral biometrics tools can be used to
map and measure how you type—what
force you use to press down on screens,
whether you tend to fat finger your Cs
and Vs on your phone, and how quickly you tend to flick your fingers when
hunting through search results. Those
tools know your unique typing pattern
on a physical keyboard, too: whether
you’re someone who constantly spells
the word “behavioral” wrong on the
first try, and whether you hold down
or repeatedly tap on the delete button.
You’re not consciously aware that you

have certain identifiable behaviors, but
machines perceive them. In the near
future, such patterns will pose security
vulnerabilities—as well as interesting
new opportunities. Imagine never having to use a password again; your bank
would simply recognize you after you
type a few sentences. The downside: If
your behavior is observable, at some
point it will become repeatable, too.

Health Scoring
Scoring systems have helped health care
institutions predict which COVID-19
patients would require invasive mechanical ventilation. This became an
important step as the pandemic caused
a global health emergency and put
a strain on hospital capacity. Three
variables contributed to the score: heart
rate, the ratio of oxygen saturation to
fraction of inspired oxygen, and a positive troponin I level. The first two variables can be obtained by checking vital

signs, and the third can be gathered
from a simple lab test, meaning this system of scoring can be done at any hospital. As hospitals became overtaxed,
this scoring system allowed health care
workers to better triage cases.

Genetic Scoring

prostate cancer patients to determine
who will more likely respond to radiation and hormone treatments and who
will more likely develop metastases.
Such developments will result in more
personalized care tailored directly to
patients’ individual needs and based on
the likelihood of disease recurrence.

There are roughly 4 million to 5 million
genomic variants in an individual’s
genome. Researchers are studying those
variants to understand how they influence the risk for specific diseases. A
polygenic score estimates your genetic
liability, and these scores are being used
in over-the-counter genome sequencing
kits and in wide academic studies. Data
collected by 23andMe is involved in
clinical trials for a compound that could
be used to enhance the body’s immune
system to fight cancer. Analysis recently presented at the American Society
for Radiation Oncology suggests that a
genetic biomarker score can be used on
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Recognition, Scoring & Privacy

Working for the Machine • Mid-future pessimistic scenario

Performance Review Form

2 Inconsistent:

Performance meets some, but not all, position requirements.

1 Unsatisfactory:

Performance consistently fails to meet minimum position requirements; employee lacks
skills required or fails to utilize necessary skills.

N/A New or Not
Applicable:

Employee has not been in position long enough to have demonstrated the essential
elements of the position and will be reviewed at a later agreed upon date.

N/A Not Applicable

Performance consistently meets position requirements.

1 Unsatisfactory

Performance frequently exceeds position requirements.

3 Proficient:

2 Inconsistent

Performance is consistently superior and significantly exceeds position requirements.

4 Highly Effective:

3 Proficient

5 Exceptional:

4 Highly Effective

A. Performance Competencies

1. Displays appropriate emotional profile
Profile Assessment: Failing to Adapt
Fear – 99th percentile
Anger – 97th percentile
Sadness – 97th percentile
Joy – 15th percentile

Biometrics Profile: Extreme Stress
Heart Rate: 120bpm
BP: 138/90

+

By 2030, employers rely on algorithms to
manage white-collar employees and assess
their effectiveness. Performance reviews
are automatically generated by algorithmic
managers who evaluate employees across
areas that were previously difficult to quantify.
Attitude and emotional profiles determine
“fit” for a job and pinpoint an employee’s
development and promotion opportunities,
both within the organization and with other
companies that use the platform.

Employee Title: Customer Service AI Manager
Performance Period: Q4 2025

5 Exceptional

Working for
the Machine

Employee: 10302029-112
Supervisor: Supervisor AI 8675309

2. Possesses skills and knowledge to perform the job competently

+

Task time: Peer Group – Average. Target – Does Not Meet Requirements
Mentor Algorithm Setting: High (>25 nudges/hour)

3. Skilled at planning, organizing, and prioritzing workload
This annual performance review will become part of the employee’s personnel file. Please sign below to acknowledge that the
employee has received this document.

Employee’s Signature:
Supervisor’s Signature: Supervisor AI 8675309

24

Date:
Date: 12.30.2025

© 2022 Future Today Institute

When it comes to privacy and accountability,
people always demand the former for
themselves and the latter for everyone else.
— David Brin, scientist and science fiction author
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Business of Scoring

Scoring Agencies on the Rise

McDonalds acquired Dynamic Yield to increase its personalization services.
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Hundreds of companies now score
customers and even their own employees. Wakefit, a mattress and furniture
brand, uses data to model the probability that it can convert an online visitor
to a customer based on a score of how
the person mimics behaviors of past
customer converts. Dynamic Yield,
which was acquired by McDonald’s to
customize menus based on consumer
profiles, uses historical and real-time
user engagement data to algorithmically
match products to individuals based on
their scored profiles. These companies
are mining thousands of unique data
points, including how many times people open apps on their phones, which
devices they use, where they spend
time, what kinds of food they order for
delivery, and insights from messages
they’ve sent to Uber drivers and Airbnb
hosts. Whole Foods analyzed two dozen
employee variables including sales
performance, a diversity index, and

team satisfaction, to score workers on
their unionization risk. Google, in an
apparent attempt to weed out potential
employee organizing, allegedly automatically tips off management when
any internal meeting is scheduled with
over 100 employees.

Anonymous By Design
In the wake of privacy concerns, some
developers are building products that
recognize and quantify people without
revealing individual identities. Anonymizing data after the fact requires
exceptional data governance, which is
difficult for some companies to achieve
but increasingly important in light of
GDPR. Piwik Pro is bringing anonymous
data collection to the world of marketing and analytics. The practice is not
new in fields such as with anonymized
health data. Another startup, Density,
anonymously quantifies how individuals
use space so that companies can create
better workplace experiences. Recently,

the startup announced that it raised
$125 million in financing, establishing
its valuation at $1.05 billion.

Scoring Companies
China’s Corporate Social Credit System
(CSCS) is intended to be a standardized
reputation-based system to create what
the Communist Party of China calls
a “fair, transparent, and predictable”
business environment. This system
applies to both local and foreign entities
doing business in China. To regulate
corporate behavior, the CSCS will rely
on data-gathering efforts that extend
to businesses nationwide. Under this
system, Chinese companies and trade
associations will be required to provide
data about foreign partners and enforce
blacklists against targeted companies.
Threats that both domestic and foreign
businesses face from the effort include
being subjected to arbitrary rule enforcement or new regulations regarding
IP or tech transfer.
© 2022 Future Today Institute
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Surveillance Scoring-as-aService (SSaaS)
The tech giants are building comprehensive systems intended to optimize
our daily lives, and those scoring systems have appeal beyond their original
use cases. For example, Amazon applied
for a U.S. patent for an unmanned aerial
vehicle that can perform surveillance
from the air and generate images that
could be used by others. Surveillance
scoring-as-a-service (SSaas) would be a
monetized byproduct of Amazon’s drone
delivery service, and it would fit into its
broader constellation of surveillance
scoring technologies. Voyager Labs has
proposed to law enforcement that its
products can evaluate an individual’s
ideological beliefs and identify the
strength and level of passion of those
beliefs. By assessing an individual’s
social media posts, online friends,

and even indirect online connections,
Voyager suggests it can determine the
public safety risk of a specific individual. Flock Safety, which just closed a $150
million Series D round, attempts to fight
crime with license plate recognition
systems. By using machine learning, the
company claims that it can serve investigative leads to law enforcement.

Voyager Labs alleges that it can determine the public safety risk of an individual by assessing their online profile and personality.
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Algorithmic Bias

Verification System Asymmetry
Unlike the three major credit agencies
(Equifax, Experian, and TransUnion),
which produce scores that typically
fall within roughly the same range,
the systems that generate scores in the
datascape each use different inputs and
methodologies to arrive at their answers. Unlike finance, this new consumer scoring has no standardization, the
algorithms are automated, and companies cloak methodologies under the
premise of proprietary algorithms.  

Scoring Vulnerable Populations

A 2021 study by The Markup found that Google allowed advertisers to exclude nonbinary people from seeing
certain job ads.
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AI-powered recognition tools have
well-documented blind spots. They
often return incorrect results for people
of color and for trans, queer, and nonbinary individuals. Gender-identifying
tools are becoming more widespread.
These applications can be found in
digital billboards that change depending
on who’s passing by, and in the verification system for a “girls only” social app

called Giggle. An Equal Pay Day marketing campaign in Berlin used facial
scans to attempt to identify women. To
counteract these initiatives that have
flown under the radar, an ad campaign
by Access Now is pushing to have such
applications banned in the EU. Os
Keyes, a researcher based at the University of Washington, has highlighted how
such applications are fundamentally
flawed, reducing gender to simplistic binaries. The results are harmful to trans
and nonbinary individuals who are not
bound by such narrow categorization.
Concern arises as law enforcement, immigration officials, banks, universities,
and even religious institutions continue
to turn to scoring systems.

Bias in Scoring Systems
Computers can make decisions faster
than humans, but at what potential cost?
It is no secret that many of our machine
learning models—and the data they use
to recognize others—are encoded with

bias. That’s because the people who built
the models are themselves subject to
unconscious bias, as well as more explicit homogeneous learning and working
environments. Recently, an investigation
by The Markup discovered that lenders
are 40%–80% more likely to deny loans
to applicants of color than to white
applicants. In specific metro locations,
the divide is greater than 250%. Despite
agreement that it has a bias problem, the
tech industry still has no plan for how to
address it. Researchers at Yale University
are trying to tackle the problem through
what they call a “train and mask” technique, in which algorithms are trained
with data including sensitive features. After the algorithms are run with this data,
the sensitive features are then masked
to eliminate these factors in the decision-making process. Without provisions
to combat biases in scoring systems, the
algorithmic bias problem will likely get
worse, especially as more law enforcement agencies and the justice system
adopt recognition technologies.  
© 2022 Future Today Institute

Surveillance capitalism unilaterally claims
human experience as free raw material for
translation into behavioral data.
— Shoshana Zuboff, writing in The Age of Surveillance Capitalism
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Scoring Standards and Regulation

Conflicting Norms, Standards,
and Regulations in Scoring

reCAPTCHA is a scoring system developed by
Google designed to thwart spam and bots.

30

There is no single set of standards nor
a unified code of norms for scoring in
the United States. The result is a piecemeal approach to regulating scoring and
scoring agencies. What we do have are
federal sector-specific data protection
laws. However, these have precedent
from several decades ago and mostly
do not account for the changing pace of
technology. While many states are more
lax when it comes to scoring and data
collection, California is considering enacting the Automated Decision Systems
Accountability Act to require businesses
to test any automated decision systems
for bias before deployment. Other
states have made moves to implement
legislation to regulate automated decision-making, including Massachusetts,
Washington, and Illinois. In coming
years, the piecemeal approach to algorithmic scoring and data governance

will challenge audience insights, risk
and compliance, and distribution for
every business.

Intentionally Opaque
Methodologies
New tools track our online movements
and behaviors more covertly than in
the past, with the justification that this
provides a more seamless user experience. For example, CAPTCHAs (“completely automated public Turing tests
to tell computers and humans apart”)
have traditionally worked by requesting
that users complete a task that’s easy
for humans but difficult for computers.
When Google acquired reCAPTCHA in
2009, the application functioned in this
way. However, more recent versions
of the technology work beneath the
surface. Rather than asking consumers
to click a box saying, “I’m not a robot,”
or having them identify partial objects
in pictures, the latest version invisibly

tracks how someone navigates a website
and assigns a risk score based on that
behavior. Rather than relying on direct
input from users, this system looks for
other details, such as whether someone
already has a Google cookie in their
browser and whether they are logged in
to a Google account. While this process
is less annoying, it is more invasive,
requiring users to concede extra behavioral and personal data.

© 2022 Future Today Institute
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China Focus

Scoring in China

China’s Corporate Social Credit System is an ambitious, nationwide data-gathering effort intended to
regulate corporate behavior.
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China’s Social Credit System, first
announced in 2014, is a vast ranking
system that has begun to be rolled
out. Its promise: to make good on the
government’s stance that “keeping trust
is glorious and breaking trust is disgraceful.” While China plans on making
the system mandatory for everyone, it
currently has not been deployed nationwide. This moral ranking system
will eventually monitor the behavior of
China’s entire population and rank citizens based on their social credit scores.
While the algorithmic determination
behind the system remains secret,
actions that can negatively affect a person’s score include bad driving, smoking
in undesignated areas, purchasing or
playing too many video games, spreading news online that is deemed fake,
wasting money, and posting on social
media. Punishments for such violations
can include travel bans, slowed internet
service, bans from higher education,

and restrictions on business class and
luxury options. As China continues to
roll out its social credit system, in November 2021, it signed a United Nations
pledge to prevent AI from wreaking havoc on societies or being used in scoring
systems. It will be interesting to see if
China acts on this pledge.

Scoring Uyghurs

and radical religious extremism. Further technology has been developed
by Chinese companies for the purpose
of monitoring and scoring Uyghurs,
and now a system using AI and facial
recognition can detect their emotions. A
creator of this technology anonymously
claimed that the software is intended
for “prejudgment without any credible
evidence.”

In late 2019, a leak of highly classified
government documents revealed an
operations manual for detention camps
in the far western region of Xinjiang,
where scoring is used for predictive
policing. It is in this region where
China’s Muslim Uyghur community
lives. The International Consortium of
Investigative Journalists published a
detailed report showing the scope and
ambition of Beijing’s scoring system,
which assigns points and punishments
to inmates in the camps. China argues
its “re-education camps” and scoring
systems were built to combat terrorism
© 2022 Future Today Institute
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SCENARIO

Cover Story • Near-future optimistic scenario

Hide in plain sight while still getting noticed.

Smooths wrinkles
Reduces eye puffiness
Instantly blocks surveillance cameras

Our patent-pending beauty technology
reduces signs of aging while thwarting
facial recognition systems.
Special pigments confuse algorithms.
Flawless coverage to feel your best.
Flawed data to confuse AI.
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11TH YEAR ON THE LIST

Privacy

Colorado became only the third U.S. state to
enact data privacy legislation.

34

KEY INSIGHT

EXAMPLES

DISRUPTIVE IMPACT

EMERGING PLAYERS

Data collection has
accelerated with the
proliferation of new
devices and interfaces.
Data privacy regulation,
however, has struggled
to keep up. Our modern
economy relies on
exposing more of an
individual’s personal
identity and behaviors in
exchange for access, but
proposed regulation is on
the rise.

COVID-19 exposed untold volumes of
personal information to the internet
ecosystem, and the amount of data exposed may continue to grow with global
recovery efforts, which may require border entry surveys documenting people’s
health details and vaccine passports.
The pandemic halted many efforts to
enact privacy bills, but those efforts are
being revived. U.S. Sen. Kirsten Gillibrand (D-N.Y.) is reintroducing the Data
Protection Act, which would create a
new data protection agency. Internationally, we are seeing increased privacy
initiatives across the European Union,
India, and China that focus heavily on
restricting movement and the storage
of personal data outside of national
borders. We are entering a new age of
data nationalism.

In the past year, Virginia and Colorado
issued state data privacy laws, joining
California. These laws may move the
United States closer to federal regulation—or at least act as a proxy for
federal law—as companies adapt data
policies to comply. The Federal Trade
Commission, under its newly appointed
chair, Lina Khan, is expected to exert
its authority to deter data protection
violations.

• Dr. Nicol Turner Lee, director of
the Brookings Institution’s Center for
Technology Innovation

Data privacy regulation is impacting the
global economy and foreign investment.
China’s laws, for instance, threaten to
block listings of Chinese companies
on foreign stock exchanges based on
security reviews of data collection and
storage practices. We will likely see the
increased influence of global politics in
data privacy regulation.

• Electronic Frontier Foundation
• Jennifer Granick, surveillance and
cybersecurity counsel at the
American Civil Liberties Union’s
Speech, Privacy, and Technology
Project
• Dr. Arvind Narayanan, associate
professor of computer science at
Princeton University, and affiliate,
Center for Information Technology
Policy
• Future of Privacy Forum
• Center for Democracy and
Technology
• National Institute of Standards
and Technology

© 2022 Future Today Institute

Privacy with medical information is a fallacy.
If everyone’s information is out there, it’s
part of the collective.
— J. Craig Venter, geneticist, biochemist and biotechnology pioneer
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Workplaces and Schools

Worker Surveillance

Worker surveillance is expanding beyond cameras into “tattleware” that tracks employee activity (or lack of
activity) on laptops.

36

The rise of remote work during the
pandemic accelerated the surveillance
of workers. Interest in employee surveillance has risen 58% since the onset
of the pandemic and will likely continue to grow as remote and hybrid work
conditions continue. The U.S. Fourth
Amendment, which would prevent most
uses of this same technology by law
enforcement, doesn’t apply to private
companies. Teleperformance, a company that manages outsourced call center
work for many Fortune 50 companies,
uses cameras and AI to monitor its
teams. It flags employees as idle when it
detects they haven’t used the keyboard
or mouse within a specified time frame.
Live Eye Surveillance offers a monthly
subscription service that will remotely
monitor live video feeds of employees
for employers such as 7-Eleven, Dairy
Queen, and Holiday Inn. Sneek is another example of “tattleware” that captures

live photos of employees via webcams
and displays them on a digital wall viewable by everyone in the company. Click
on a photo and it instantly pulls that
person into a video call with you.
The most well-known user of worker
surveillance might be Amazon, which
has installed AI-enabled cameras in
delivery trucks to track behavior and
reduce driver pay if it perceives unsafe
conditions such as distracted driving,
speeding, or hard braking. In its warehouses, the company monitors worker
productivity by measuring Time Off
Task, which is any time when a worker
isn’t actively processing products. South
Korean e-commerce giant Coupang,
which has pledged to become the
“Amazon of Korea,” uses similar surveillance tactics. AB 701, a law passed by
California in September 2021, may mark
the start of government intervention
in AI-enabled quotas that inhibit rest
periods and bathroom breaks.

The industry has also continued to
evolve as it offers more AI-based analysis of workers. Amazon is exploring
using keystroke-logging software that
tracks user behavior over time to detect
if the same person is controlling the
worker’s account. Aware’s Spotlight
software detects behavioral changes
like mood, tone, and attitude across
conversations on employees’ devices.
Teramind offers software that will disable private conversations if it detects
“inappropriate” keywords. With the top
three tools in the industry accounting
for over 60% of global demand, expect
to see more AI-based surveillance that
leverages the growing pool of data collected by these companies.

Privacy and Unionizing
at Big Tech
Amazon employees started an anti-surveillance petition in 2020 with a singular
message: “Stop spying on us.” Amazon

© 2022 Future Today Institute
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Workplaces and Schools

has developed or licensed workplace
surveillance technology that tracks
employees across the organization,
with tools including algorithmic time
tracking and “tattleware” installed on
employee laptops. Many employees
fear speaking out, however. Even Apple,
which positions itself as an industry
leader in privacy, sent out a companywide memo warning that employees
who spoke out about working conditions
would be found. Hundreds of Google
employees similarly complained of
surveillance as they attempted to organize. The new union, formed within the
company’s ranks and called the Alphabet Workers Union, was kept secret until
the group elected its leadership and
forged an alliance with the Communications Workers of America.
Surveillance software firms like Securly were contracted by school districts to monitor students’
online activity.

School Surveillance
During the pandemic, many students
were issued laptops and other devices

37

by schools to facilitate remote learning. They weren’t told, however, that
these devices would open a portal into
their homes that could be monitored
by schools at all times of the day. In the
U.S. and many other countries, schools
can legally monitor students, often without disclosing what is being tracked.
Gaggle is a company that monitors
school-issued accounts and uses AI to
track online behavior of students across
services like email, Google Hangouts,
and chat tools. In 2020, the Minneapolis
school district signed a contract with
the company to monitor its students
through 2023. A school district in California contracted with Securly to monitor students in real time, looking for
prohibited behaviors such as having too
many browser tabs open. The software
enables teachers to close tabs for any
students they believe are “off task.” Philadelphia and Chicago schools deployed
GoGuardian software on district-issued

Chromebooks. A vulnerability in the
software allowed teachers to start virtual sessions that enabled webcams on
those Chromebooks without notification
or consent by the student. Outside of the
U.S., schools in China deploy technology
to monitor attentiveness in students. An
algorithm called 4 Little Trees is used
in Hong Kong to detect students’ emotions as they learn—by monitoring their
facial expressions with webcams. If the
system detects a lack of focus, it nudges
the student to pay attention.

© 2022 Future Today Institute
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Surveillance Technology

Non-Line-of-Sight Tracking
During the pandemic, researchers at
Penn State used fiber optics to surveil
the campus from below the surface.
Using distributed acoustic sensing
technology, the scientists converted
fiber optics into seismic sensor arrays
that could detect subtle signals such
as people walking. Urban pedestrian
and vehicular traffic created vibrations
that disturbed the light pulses carried
in the fiber optic cables, imperfections
that could be detected and linked to a
source. The technique demonstrated by
the researchers was capable of tracking
data approximately every 6 feet, providing reasonable resolution of movement.

Drone Surveillance
Technology advances in cameras and facial recognition are creating drones that can identify targets and
track them around city obstacles.

38

Drones are used in a variety of settings
for surveillance. Advanced camera
technology can capture video in 4K,
while machine learning software

identifies people, locks onto targets and
follows them, and even guesses what
a target will do next. Skydio drones
are reportedly able to navigate tight
spaces in buildings or dodge outdoor
obstacles such as trees and light posts.
Some drones from Shenzhen-based DJI
include sensors that can measure an
individual’s body temperature and heart
rate, in daylight or infrared. Drones are
increasingly used by local law enforcement at events such as protests, where
they can identify and track participants
and potentially intercept calls and texts.

or glasses. This technology also improves object recognition by using deep
learning to understand how certain
features differ in various environments
and change over time.

Depth of Field Recognition
3D cameras with good depth of field—
originally intended for high-quality
content creation—are being repurposed
as surveillance systems. 3D cameras
combined with LiDAR generate wireframes that enable facial recognition,
even when a face is obscured by a mask

© 2022 Future Today Institute
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Personal and Biological Privacy

Personal Electronic Keys
Electronic entry to homes and vehicles
has become standard. It’s an embedded
feature in Apple’s iOS 15, which includes
the ability to require additional authentication, much like Apple Pay does. The
technology has been evolving by including more contextual factors into authentication. Plurilock uses behavioral
signatures based on input patterns and
physical location. The U.S. Army tested
using smartphone motion sensors to
identify and authenticate users by their
walk. Researchers at Beijing Jiaotong
University have proposed using a person’s posture as a contextual signature.

Leaky Health Apps

California enacted legislation that requires direct-to-consumer genetic testing companies like 23andMe
to obtain explicit consent for use of a person’s genetic information.
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Consumers are frequently turning to
apps to get help with mental health,
monitor chronic disease, and track
health details, but they frequently
don’t realize that their personal health
information is being shared outside
of the apps. In a study conducted by

ExpressVPN’s Digital Security Lab, the
Opioid Policy Institute, and the Defensive Lab Agency, researchers found that
opioid-addiction recovery apps shared
access to data including unique identifiers with third parties such as Facebook
and Google. In many cases, privacy
policies outlined this use as personalized
advertising. In the U.K., a study of over
20,000 Android health apps found similar
results, with most apps sharing personal
data. In the U.S., the Federal Trade Commission warned developers that apps and
devices that collected personal health
data were required to notify users of data
breaches or if data was shared with third
parties without consent.

Biological Privacy
California recently enacted the Genetic
Information Privacy Act, which introduces data restrictions on direct-to-consumer (D2C) genetic testing companies
such as 23andMe and Ancestry. The law
requires explicit consent for use of a per-

son’s DNA in research or in third-party
agreements, and bans deceptive practices to trick or coerce people into granting
consent. It also has a provision enabling
customers to request that their data be
deleted and any samples be destroyed.
California was only the latest state to
pass such a law. Utah and Arizona both
passed similar genetic data protection
laws in 2021. Maryland and Montana
also passed forensic genealogy laws that
require search warrants to view data
in D2C DNA databases for a criminal
investigation. Maryland restricts its law
enforcement agents further by limiting
use of these databases to cases of murder, rape, and other violent crimes that
present a serious societal threat. Businesses are also emerging with privacy
solutions to help companies comply with
the various data privacy laws in place
across the globe. TripleBlind developed
an encryption method that enables
companies to share data without having
to decrypt or transfer it.
© 2022 Future Today Institute
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Networks

Encrypted Messaging Networks

Secretum is a decentralized application built on the Solana Blockchain that enables fully
encrypted messaging.

40

While many messaging apps such as
WhatsApp, Signal, and Telegram offer
end-to-end encryption, that doesn’t
guarantee privacy. Hackers were able to
break into Telegram accounts of Brazilian officials, and in 2020 the company
faced two data breaches, one of which
exposed personal details of more than
500 million users. Two newer messaging
apps take a more secure approach to
user data. Secretum is a decentralized,
encrypted app built on the Ethereum and
Solana blockchains. Because the app is
built on the blockchain, identity is based
on a crypto wallet address, so names,
phone numbers, and other real-life
identifiers aren’t required. Session also
runs on blockchain. Early user targets
included journalists and activists. With
the rise in hacks and revelations about
the expanding reach of government
surveillance programs, we expect more
people to look to encrypted messaging as
an option for preserving their privacy.

Mobile Tracking
5G was supposed to make our cellular
systems safer, but many carriers rolled
out networks that relied on existing 4G
infrastructure as a stopgap measure until a stand-alone 5G core could be built.
This means that some “5G” connections
retain the same privacy weaknesses as
before—mainly vulnerability to tracking
and eavesdropping. One major flaw is
susceptibility to stingrays—or international mobile subscriber identity (IMSI)
catchers—that mimic cell towers. If a
device is tricked into connecting, the
stingray can use the IMSI to track that
device and listen to phone calls. Currently, consumers don’t have an option
to block vulnerable non-stand-alone
mode connections, ensuring that they
remain susceptible to digital surveillance nets.
In some Latin American countries such
as El Salvador and Honduras, governments use software from cybersecu-

rity companies to bypass smartphone
encryption and privacy protections.
Authorities in Guatemala used Magnet
AXIOM software to recover deleted
information on mobile phones. In
Brazil, however, protections against
self-incrimination were upheld when
the Superior Court of Justice ruled that
defendants couldn’t be forced to turn
over device passwords. Despite this,
the technology will likely continue to
advance more quickly than our legal
protections.
Of course, stingrays and decryption
software are not the only ways phones
expose personal data. Apps collect
location and usage details that are sold
to third-party data brokers and made
available on marketplaces such as Amazon’s AWS Data Exchange and the Oracle
Data Marketplace. Customers for this
data are expanding beyond advertisers
and include political campaigns, government agencies, and commercial real
estate firms.
© 2022 Future Today Institute
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Networks

Apple’s App Tracking Transparency
function launched in April 2021 and
allows users to block a company’s app
from tracking their activity across other
apps and websites. When Apple released
the feature in iOS 14.5, the impact was
felt across the internet, but especially
on social media platforms that rely on
tracking to support their ad businesses.
The Financial Times estimated that the
move cost Snap, Facebook, Twitter, and
YouTube $9.85 billion in revenue in the
second half of 2021. And it didn’t stop
there.

The 2020 US Census used differential privacy to
maintain personal confidentiality in public releases
of the census data.
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Few people realize how much personal
information they give away simply by
opening an email. With iOS 15, Apple
introduced privacy features such as the
ability to block email-tracking pixels that
senders use to collect user data and the
ability to privatize online activity with
anonymous IP addresses and encrypted internet traffic. The Hide My Email
feature uses random email addresses

that forward to a user’s main email
when interacting with businesses so
that people never have to expose their
personal email address. While there are
still trackers everywhere, new tools may
start to level the playing field.

Differential Privacy
Differential privacy is a statistical method that intentionally introduces errors in
data to obscure individual identities of
participants in the dataset. Also known
as “epsilon indistinguishability,” it was
developed as a mathematical concept in
2006 by Cynthia Dwork, Frank McSherry,
Kobbi Nissim, and Adam Smith. Apple’s
privacy-minded machine learning relies
on differential privacy: It allows the company to extract data from iPhones and
anonymize it while still drawing useful
insights. Google has a differential privacy
library on GitHub. Depending on applications and datasets, differential privacy
can be hard to maintain, and there is

little regulatory guidance. Differential
privacy was used by the Census Bureau
in the 2020 census, sparking 16 states to
sue on the basis that the approach violated the Bureau’s mandate to accurately
report population data. The case may
force the U.S. government to establish
guidance around the use of this method in reporting government data. The
Bureau may turn to releasing the American Community Survey as a synthetic
dataset—it would mimic the original data
without exposing the underlying data.

been working to develop quantum-resistant algorithms in collaboration with
teams across industry, academia, and
other countries to ensure people’s private
details remain private. NIST expects to
release a draft of its post-quantum cryptography standard for public comment
in 2022 or 2023 with a finalized standard
available by 2024.

Quantum Encryption
The quantum era is expected to bring
breakthroughs in molecular discovery,
artificial intelligence, and prediction
models for financial markets and
weather, but these same capabilities are
what will enable it to break our current
encryption mechanisms in seconds. The
National Institute of Standards and Technology is just one organization that has

© 2022 Future Today Institute
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Law Enforcement and Regulation

Public Entities Buying and
Selling Personal Data
Many U.S. state agencies sell personal
data. Colorado, for instance, sells DMV
(Department of Motor Vehicles) data
to third-party data vendors that are not
required to report details of subsequent
sales. In November 2020, data broker
LexisNexis settled a class-action lawsuit alleging inappropriate sale of this
data. Privacy-minded citizens have no
recourse under the Driver’s Privacy
Protection Act of 1994, which legalizes
this practice and prevents anyone from
opting out. But states have been coming
under greater scrutiny for selling data,
and in 2021 Texas lawmakers passed a
bill that ended the practice.

Federal agencies like the US Customs and Border Protection have been linked to searches using software
from controversial facial recognition company Clearview AI.
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U.S. government agencies are also
buying data and may be violating Fourth
Amendment protections as a result. One
company at the center of this controversy is Clearview AI; the New York–based
facial recognition company has been

courting federal agencies and law enforcement departments by marketing a
database of over 3 billion images scraped
from social media sites including Facebook and LinkedIn. Clearview CEO Hoan
Ton-That claims the program was used to
identify people who participated in the
Jan. 6, 2021, events at the U.S. Capitol,
but agencies including the FBI, U.S. Customs and Border Protection (CBP), and
all branches of the military have been
linked to searches using the software.
Federal agencies have also been found
to buy mobile phone location data.
According to The Wall Street Journal
and Motherboard, the IRS, Department
of Homeland Security, and branches of
the military purchased this data from
brokers, bypassing official channels.
One of those data brokers is Venntel.
CBP has spent hundreds of thousands of
dollars to access the company’s location
data. X-Mode is another company that
sells location data captured from apps to
government contractors.

There is little regulation around the use
of commercialized data by government
agencies and law enforcement. Purchasing this data lets agencies bypass
justification of cause for a warrant, subpoena, or court order. Instead of compelling providers like AT&T or Verizon
to provide location data, agencies can
rely on our frequent use of smartphone
apps that collect this data for them. In
other words, when you check the latest
weather or scroll social media, your
location may be scooped up by the U.S.
government.

Crowdsleuthing
Crowdsleuthing is the practice of internet users banding together to solve mysteries and crimes. A digitized evolution
of anonymous tip lines and TV series like
“Unsolved Mysteries,” crowdsleuthing
heavily relies on social platforms both
as a source of clues and as a channel for
cultivating volunteers. One impactful collective, Distributed Denial of Secrets, was
© 2022 Future Today Institute

00

01

02

03

04

05

06

07

08

09

10

11

12

13

Recognition, Scoring & Privacy

Watch Closely

Informs Strategy

Act Now

Law Enforcement and Regulation

linked to the 2020 release of law enforcement data known as BlueLeaks as well
as to an extensive trove of data scraped
from right-wing platform Parler during
the Jan. 6, 2021, attack on the U.S. Capitol. A more recent example of crowdsleuthing is the group of “digilantes” who
rallied around the case of Gabby Petito,
a 22-year old woman who went missing
during a road trip with her fiancé. The
case sparked updates and theories posted across TikTok, Instagram, and Twitter.
Those posts may have led investigators to
discover Ms. Petito’s remains. But crowdsleuthing efforts don’t always end well.
The same motivations that lead to solving
cases also empower amateurs posing as
experts to spread conspiracy theories or
misinformation.
Distributed Denial of Secrets scraped data from the right-wing platform Parler to document posts during the
January 6 attack on the US Capitol.
Credit: Distributed Denial of Secrets
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Preventing Digital
Self-Incrimination
Because our connected devices are continuously monitoring us, they are perfect
witnesses to testify to our activities and

locations. Judges are deciding cases now
that determine how this data will be used
and whether sharing data to a company-owned cloud or other third party
undermines our expectation of privacy.
Geofence warrants are being used to
compel telecom providers and tech companies to identify anyone in a location
within a specified time window—typically by tracking mobile phone connections
to towers and Wi-Fi routers—and provide
personal data that can then be used by
investigators to identify suspects. Before
you’ve even been suspected of doing
something wrong, your data can become
part of the investigation.
But data from wearables and smartphones isn’t the only tattletale. Keyword
search warrants are being used by law
enforcement to identify anyone who
searched for specific words, phrases, or
information about a victim. In one investigation, Google, Microsoft, and Yahoo
were ordered to turn over IP addresses
and account information for individuals

who searched for certain addresses and
terms like “pipe bomb.” When terms are
generic and combined with broad time
windows, the probability of including innocent people grows. The practice raises
concerns about how it may violate First
Amendment rights.
Photos are another way we may be
digitally incriminating ourselves. In the
fall of 2021, Apple announced a Child
Sexual Abuse Material (CSAM) function
that would analyze images on users’
devices to determine if any of the photos
matched known CSAM images. The feature was postponed after significant public backlash that the on-device scanning
capabilities would be expanded to serve
other government uses such as spying on
political dissidents.

Privacy Regulation
More U.S. states are taking steps to
protect consumer privacy rather than
wait for federal legislation. Colorado and

© 2022 Future Today Institute
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Virginia joined California in enacting
comprehensive consumer data privacy
laws. The new laws take effect in 2023.
Florida failed to pass its Florida Privacy
Protection Act in April 2021. It was slated
to become the strictest law in the country, granting consumers the right to sue
businesses directly for privacy violations. In all, 38 states introduced over
160 consumer privacy-related bills last
year. Privacy of genetic data also came
into focus, with six states passing bills to
protect consumer genetic information.
Although 24 states introduced bills to
regulate biometrics, none passed.

EU regulations will prevent transfer of data outside
of member states if privacy laws in a processing
country do not meet their criteria.
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In April 2021, a bill named The Fourth
Amendment Is Not For Sale Act was
introduced by U.S. Sens. Ron Wyden,
Rand Paul, and 18 others. The bill targets
legal loopholes that let law enforcement
agencies purchase private data from
commercial entities in lieu of obtaining
a warrant. A separate bill, The Data Protection Act, was reintroduced in 2021. It
would establish a data protection agency

charged with conducting investigations
and responding to consumer complaints.
The agency would also be responsible
for developing data privacy standards
and outline prohibited practices like
reidentifying individuals from de-identified data. In addition to legislation, the
U.S. may act through the Federal Trade
Commission under its chair, Lina Khan.
While antitrust is expected to be Khan’s
highest priority, the FTC could act under
its statutory rulemaking authority on
data privacy issues that are likely part of
the agenda.
Facial recognition company Clearview
AI has been ordered by Australian
regulators to destroy all images and
facial templates belonging to Australian
residents. The company claims that,
because the images were collected from
publicly available sources, no breach of
privacy occurred. The case will test the
extent to which privacy cases that target
companies with global operations can
enact change.

Last June, the European Commission
issued new standard contractual clauses
for the transfer of personal data outside
of EU member states. While some countries including Canada have received
decisions that their national privacy laws
are adequate to ensure secure transfers,
the U.S. has struggled to establish a
framework for continued data transfers.
Given U.S. surveillance laws like the U.S.
Cloud Act and the Foreign Intelligence
Surveillance Act, EU regulators found
that its citizens would not have the same
privacy protections afforded to them
under EU law while using U.S.-based services. Global cloud providers including
Google, Amazon, and Microsoft will be
significantly challenged to find a resolution quickly; some American companies
may choose to store and process data
locally to avoid risk of sanctions.

Cyberspace Administration of China
banned the app from all Chinese app
stores. China is also taking a closer look
at financial structures such as variable
interest entities (VIEs) that create loopholes around laws restricting foreign
investment. Going forward, companies
seeking to go public as VIEs will need
regulatory approval.

China has also been acting under
the name of data privacy. Following
ride-hailing app Didi Chuxing’s IPO, the
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SCENARIO

Your Body, Your Home: An FAQ • Mid-future pessimistic scenario

Your Body, Your Home: An FAQ
Why did my smart home’s
conservatorship system activate?

What does the AI
conservator control?

If your smart home and your
wearable devices detected erratic
behavior—which might include
memory loss, significant emotional
distress, or a noticeable physical
impairment—your AI conservator
activated to protect you from
potential harm. Some devices may
include biomarker tracking. In that
case, your biomarkers can reveal
cognitive decline long before you,
your friends or relatives might sense
that anything is wrong.

The AI conservator, once activated,
acts as an intermediary between
you and all of the smart devices and
smart home ecosystem registered to
your account(s).

A temporary AI conservatorship is
established when individuals such
as yourself are unable to make
sound decisions on their own.

When you opted in to your device
ecosystem’s expanded offerings,
you asked your technology platform
provider to protect you in your
connected home.
The AI conservator will now make
decisions on your behalf. You will
temporarily be banned from making
large purchases. You may find that
your stove or oven will automatically
turn on and off—this is normal.
Why won’t my garage door open?
If you lease or own a vehicle and
it is parked in your garage, your
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AI conservator may deem you
ineligible to drive. This may be
temporary.
Can my adult children or a third
party negotiate with the AI
conservator?
Yes. If you designated an adult
to act on your behalf before the
AI conservator activated, and if
that adult is deemed sound by the
AI conservator, that person can
negotiate on your behalf.
Can I petition to have the AI
conservator deactivated?
Yes, however any request made
requires one week’s worth of data
for analysis. During that time, you
may come and go freely from your
smart home, however your wearable
devices must remain on your body
and powered on at all times.
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Safeguarding Privacy

Eavesdropping Rights

Nonprofit ProPublica raised controversy when it published leaked tax payer records of wealthy Americans.
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Our devices know a lot about us. From
voice assistants to wearables, they regularly send data to third parties as well
as device manufacturers. Smart meters
provide detailed data about activities
while smart lock data tracks movement
in and out of the home. In the U.S., the
AI Bill of Rights proposed by the Biden
administration may change the nature of
that data exchange. It outlines a freedom
from “pervasive or discriminatory surveillance and monitoring in your home,
community, and workplace” that may
start to constrain use of personal data
or prevent that data from being collected by external servers. Alternatively,
users may seek out voice assistants from
companies that offer a greater level of
privacy. Sensory’s voice-enabled Farberware microwave doesn’t even require an
internet connection, so your data stays
safely with you. Even incumbents have
been forced to change: Apple announced

that requests made to Siri remain on
the device and will no longer be sent to
servers for analysis or storage. The move
is likely in response to lawsuits being
heard now alleging privacy violations by
smart devices.

Safeguarding and Verifying
Leaked Data
Many social movements worldwide encourage the leaking of sensitive information to counter corruption and malfeasance, but there is less agreement about
what data should be published and who
should make those choices. In September 2021, email and chat data reportedly
from the far-right paramilitary group the
Oath Keepers was released by journalist
collective DDoSecrets, exposing member
and donor details and communications.
In October, the International Consortium
of Investigative Journalists (ICIJ), a network of 280 investigative reporters from
over 100 countries, announced its latest

investigation, the Pandora Papers, which
exposed the shadow financial system
sheltering the global elite. The ICIJ is the
same organization that led the Luanda
Leaks and Panama Papers investigations.
In June 2021, nonprofit ProPublica published The Secret IRS Files, leaked tax
records of wealthy American taxpayers
that sparked renewed calls for tax reform. With rising polarization, reporting
on perceived injustice using internal data
leaks are here to stay. So are politically
motivated hacks.
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China Focus

China’s Panopticon
China collects massive amounts of data—
on its own citizens and others around the
world. The Chinese Communist Party
(CCP) places a priority on data for surveillance, political stability, and economic growth. The CCP collects data through
government surveillance systems and
commercial social networks. Its reach is
staggering; the government scrapes data
from smart city infrastructure, school
records, apps, and payment systems. In
the past, the country’s population of over
1.4 billion people offered researchers
and startups access to a continuous pipeline of data without the kind of privacy
and security restrictions that are more
common in other countries. But that is
beginning to change.
Chinese surveillance systems are expanding beyond national borders into other countries.

47

China’s Personal Information Protection
Law (PIPL), which took effect on November 1, 2021, is just the latest in a national
campaign to reassert government control
over user data. The law targets private

companies (government-controlled data
will not be impacted) and even extends
beyond Chinese borders in some cases.
The law is in part a response to increased
calls for consumer privacy that have
risen as the collection and use of personal data for commercial purposes have
expanded. Companies outside of China
will need to comply when processing
data generated by Chinese individuals
or collected in the process of delivering
products and services within China. Any
Chinese data sent overseas will require
explicit permission. Penalties for violating the law are steep—up to 5% of the
company’s annual revenue the prior
year—and are designed to discourage
any attempts to bypass compliance. PIPL
follows closely the passing of the Data
Security Law in June 2021; both indicate
that the CCP views preventing personal
data from leaking outside of its national
borders as a critical aspect of national
security.

As for consumer privacy rights, new
guidelines from China’s Supreme People’s Court went into effect on August 1,
2021, prohibiting hotels, retailers and
other businesses from using facial recognition without consent. Companies that
already have this data will be required
to delete face scans upon consumer
request. These laws, however, only protect Chinese citizens from commercial
surveillance within Chinese national borders. In other countries, Chinese companies such as Huawei, ZTE, and Alibaba
are installing surveillance systems as
part of smart city initiatives. While these
systems may offer cost-efficient surveillance, there is no guarantee that sensitive
data won’t be shared with the Chinese
government or that the systems won’t
support a rise in authoritarianism.
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How these trends impact your company

STRATEGY
Recognition, scoring and privacy are strategic challenges as well as opportunities
for growth. Algorithmic scoring systems
automate factors of strategic importance
to companies—consumer intent, financial
risk, workplace satisfaction—but they
should be used as part of a clear set of
plans and actions. Approach scoring with
unconventional or contrarian thinking:
What will be scored, and why? How would
scoring lead to downstream risk for our
business? How does scoring fit into our
longer-term growth ambitions? Chief
strategy officers should take an active
role in these conversations.
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INNOVATION
In what ways could algorithmic scoring
itself be improved? Companies that
engage in scoring have ample opportunity to disrupt the current model and
make needed improvements to address
bias, how vulnerable communities are
scored, and how the vast dimensions of
people are reflected in outcomes. Innovation teams can play an important role
by working together with product, risk,
consumer insights, UX, and e-commerce
teams on their expectations and road
maps.

R&D

GROWTH

R&D teams working on algorithms and
scoring need to have a good degree of
autonomy to design, build, and test new
ideas and to experiment with models—
but given the sensitive nature of scoring,
they should coordinate their activities
with strategy, innovation, and risk teams.
New research should prioritize transparency. Show other teams what work is
in progress, and invite discussion about
ethics and accountability. This will build
trust within the company and will ensure
an easier go-to-market strategy down the
road, whether the intended customers
are other teams inside the organization or
external people and customers.

Scoring presents tremendous opportunities to help businesses understand their
customers better. But the challenge is
data: high-quality data, ethically sourced,
can be difficult to get and it still must be
cleaned, refined and accessible by others
within the organization. Companies
should prioritize good data collection and
governance practice in 2022.
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Recognition, Scoring & Privacy

Key Questions

We recommend using this report
to support your strategic foresight
activity in the coming year. Every
executive team should begin by
asking these questions:

1
 With regard to scoring, what is our
position on transparency, ethics,
and accountability?

 Do our current data hygiene and
data governance policies create
vulnerabilities?

 Do our employees understand this
position?

 Some teams may first need to ask:
Do we even have a data hygiene or
data governance policy?

 Do our customers?
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2

3
 If we rely solely on third parties
for algorithmic recognition and
scoring, what opportunities are we
leaving on the table?
 If we sourced more data, could we
develop new insights about our
customers?
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Trends in Action

Benefits of Strategic Foresight

The Future Today Institute Supports Executive Leaders and Their Teams

33% Higher Profitability

The Future Today Institute works closely with executive leadership and management
teams to transform their strategic thinking on the future.

Companies using a dedicated strategic foresight process outperformed the average
by a 33% higher profitability.

200% Growth
Companies using a dedicated strategic foresight process outgrew their competitors by
200% in desired areas.

We leverage these and other trends and use applied foresight to develop deep (20+
years), long-range (10+ years) and near-term (2+ years) scenarios and strategic plans.
FTI’s advisory services include signal mapping, trend identification, scenario
development, risk modeling, visioning, and strategic planning.

25% Improvement
Companies say that strategic foresight improves business objectives and planning,
helps define new markets, and builds flexible mindsets among executives, even in
times of deep uncertainty.
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