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Watch Closely

Informs Strategy

Act Now

1

Data Ownership

For nearly two decades, the Future Today Institute has meticulously researched macro forces of change and the emerging trends that result. Our
focus: understanding how these forces and trends will shape our futures. Our
15th annual Tech Trends Report identifies new opportunities for growth and
potential collaborations in and adjacent to your business. We also highlight
emerging or atypical threats across most industries, including all levels of
government. For those in creative fields, you will find a wealth of new ideas
that will spark your imagination.
Our framework organizes nearly 600 trends into 13 clear categories, which
are being published as separate reports. Each report includes specific use
cases and recommendations for key roles in many organizations: strategy,
innovation, R&D, and risk.

EMERGING
SOURCES
TRENDS

Policy, Government & Security

2
Tech companies,
advocacy groups,
and governments are
grappling with who
should own the rights to
consumer data and who
has the ultimate power
and control over private
information.
KEY INSIGHT

This year, tech companies will need to answer
questions about consumer data—and who is the
ultimate custodian of it.

EXAMPLES

3

A sprawling data economy underpins
our modern world. Dating apps, airline
companies, search systems, e-commerce sites, and health care companies
rely on consumer data—and often, as
this data passes between third parties, it
can be impossible to see how and where
personal data is traveling. This becomes
especially problematic when hackers
breach security protocols and gain
access to sensitive information, which
is happening more frequently. The U.S.
uses a patchwork approach to governing
data ownership and use, pushing the
responsibility to individual states to set
privacy standards. In most countries,
“data ownership” typically refers to the
legal rights to intellectual property or
copyrights. But when it comes to who
owns consumer data, there are few
guidelines—and big implications—for
business.

DISRUPTIVE IMPACT

4

This year, as regulatory scrutiny of Big
Tech focuses on antitrust concerns and
privacy, lawmakers will begin to address
broader questions: Who is the legal
guardian of a consumer’s data? Do companies have the right to change end user
agreements regarding that data? Instead
of ownership, should companies merely
be the stewards or temporary guardians of data? What about genetic data?
Some answers are emerging: Minimize
the amount of data collected; require
consumers to opt in and consent to their
data being sold or used by third parties;
prevent companies from discriminating
against people if they exercise privacy
rights (i.e., charge them the same rates
as people who allow their data to be
used); and be transparent about what
data is collected and by whom.

EMERGING PLAYERS

5

• Lina Khan, chair, U.S. Federal Trade
Commission
• Rebecca Kelly Slaughter,
FTC commissioner
• Kate Ruane, senior legislative
counsel, American Civil Liberties
Union
• California Attorney General
Rob Bonta
• International Association of
Privacy Professionals
• Sir Tim Berners-Lee’s Solid initiative
• MIT Trust-Data Consortium

Each trend offers six important insights.
432

1. Years on the List

3. Examples

5. Emerging Players

6. Action Scale

We track longitudinal tech and science trends. This measurement indicates how long we have followed
the trend and its progression.

Real-world use cases, some of
which should be familiar to you.

Individuals, research teams, startups, and other organizations operating in this space. Mature organizations are included when they are
producing new contributions.

FTI’s analysis of what action your
organization should take.
Fields include:

2. Key Insight
Concise description of this trend
that can be easily understood and
repeated to others.

3

© 2022 Future Today Institute

4. Disruptive Impact
The implications of this trend on
your business, government, or
society.

 Watch Closely
Mounting evidence and data,
but more maturity is needed. Use
this trend to inform your vision,
planning, and research.

 Informs Strategy
Strong evidence and data. Longer-term uncertainties remain.
This trend should inform your
strategic planning.

 Act Now
Ample evidence and data. This
trend is already mature and
requires action.

© 2022 Future Today Institute
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Plausible Outcomes
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SCENARIO

Long Lines at Meta Hall • Near-future pessimistic scenario

You will find scenarios imagining future worlds as trends evolve
and converge. Scenarios offer a fresh perspective on trends and
often challenge your deeply held beliefs. They prompt you to
consider high-impact, high-uncertainty situations using signals
available today.

Long Lines
at Meta Hall
At Springfield’s Metaverse City Hall, our city
officials are ready to meet with you. Behind
every avatar is a real person, who can
answer your questions about your water bill,
property taxes, and other city services. You
can also chat with them to learn more about
our exciting city’s history, event venues, and
community spaces. Welcome!

1. Headline
A short description offering you a glimpse into future changes.
2. Temporal and Emotive Tags
A label explaining both when in the future this scenario is set and
whether it is optimistic, neutral, pessimistic, or catastrophic.
3. Narrative
The descriptive elements of our imagined world, including the
developments leading us to this point in our future history.

SCENARIOS
SOURCES

Policy, Government & Security

414

Message From Springfield City Hall’s Community Manager

Hello Springfield Citizens!
Hi. I’m Fiona from City Hall. All of our
representatives are currently busy
with other citizen avatars. Our current
wait time is 270 minutes.

© 2022 Future Today Institute

Scenario sources:
The Future Today Institute uses a wide array of qualitative and
quantitative data to create our scenarios. Some of our typical
sources include patent filings, academic preprint servers, archival research, policy briefings, conference papers, data sets,
structured interviews with experts, conversations with kids, critical design, and speculative fiction.

4
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What’s the new normal? Most of us feel an urgent need to
get back to normal, especially as we continue to witness
and endure an unprecedented amount of change. Early
this year, Russian President Vladimir Putin waged an unprovoked war against Ukraine, which led to a rapid global
response. Switzerland broke with tradition and took a side,
freezing Russian assets and denying entry to oligarchs.
Anonymous, the global hacker collective, waged a cyberwar against Russia, infiltrating government databases and
state propaganda websites.
Within the past 12 months, DeepMind solved a 50-yearold problem in biology, opening up new pathways to
drug discovery. AI systems proved that they can generate images and text as well as a human. Facebook and
Square changed their names to Meta and Block, signaling
a digital land grab in the emerging Web 3.0. The biggest
streamers—Netflix, Disney+, AppleTV, Hulu—discovered a
formidable competitor in social commerce networks like
Shein. Seemingly every day, a new set of signals emerge to
challenge our existing mental models.
It might feel pointless to forecast the future past a few
weeks or months. But strategic foresight results in preparations, not predictions. Trends invite us to consider alternative outcomes from those we previously imagined. They
also unlock something invaluable in each one of us: the
ability to re-perceive reality. The act of “re-perception”
awakens you to the possibility of a future that differs from
your current expectations. It helps you understand that you
cannot know all things at all times, and that you should be

5

OVERVIEW
SOURCES

Policy, Government & Security

curious, rather than absolutely certain, about what you
perceive in the present.
Our 2022 Tech Trends Report is designed to help you
re-perceive the world so that you can confront deep uncertainty, adapt and thrive. In this 15th anniversary edition,
we have analyzed nearly 600 technology and science
trends that impact most industry sectors. We created 14
separate volumes, and each report focuses on a related
cluster of trends. You will also find vivid scenarios depicting the unexpected ways in which the future might unfold.
In each volume, we discuss the disruptive forces, opportunities and strategies that will influence your organization
in the near future.
Now, more than ever, your organization should examine
the potential near and long-term impact of tech trends.
You must factor the trends in this report into your strategic
thinking for the coming year, and adjust your planning,
operations and business models accordingly. But we hope
you will make time for creative exploration. The new normal is unfolding for those who know how to re-perceive
signals in the present.

Amy Webb
CEO
The Future Today Institute

© 2022 Future Today Institute
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This is volume 08 in the Future Today
Institute’s 2022 Tech Trends Report. Each
volume covers a different set of topics.
To find additional volumes, visit
www.futuretodayinstitute.com/trends
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KEY INSIGHTS

Key Insights
 Cities are breaking ground on

public metaverses—sparking a new
need for “digital” city planning.

 Ransomware will become the new

“smash and grab” of cybercrime.
 Security teams will need to be more

 As neurotech moves from labs

into trials, some governments are
banning the collection and sale of
brain data.

proactive with zero-trust security,
vendor security assessments, internal
monitoring, and IT/OT convergence.
 A handful of companies control the

 Digital IDs will start outpacing

physical ID use in 2022.
 The Caribbean nation Barbados

hopes to develop what it calls
“digital sovereign land” and virtual
embassies that would rely on a
digital identity system.

cloud and have the sole ability to
set pricing, access, and standards.
A concentrated market for an
invaluable service creates high risk.

7

guidance, state governments
are now developing rules and
regulations for data privacy
protections.

tech regulation, after several years
of lawsuits, regulatory fines, and
legislative efforts.
 Neighborhood mesh networks

could pose a competitive threat to
wireline cable and internet service
providers, and upend their business
models.

 China is working to make its space

research, equipment, and artifacts
available to foreign researchers, as
part of a broader diplomatic effort.
 Beijing has hundreds of basic

 Likewise, cities and states are also

developing their own regulations for
autonomous vehicles and ways to
integrate them into city planning.
 75% of businesses do not involve

their boards of directors in
cybersecurity oversight.

 This could be a seminal year for

 Biometrics used alongside cloud-

based identity management
systems will lead to more
ubiquitous contactless biometric
authentication.

 No longer waiting for federal

CHINA FOCUS
 COVID-19 has offered China an

opportunity to exert its influence
through the distribution of
vaccines and medical aids. But
help frequently comes with strings
attached.

research projects underway,
ranging from new quantum systems
and supercomputers to synthetic
biology and genetic engineering.
 The Chinese government is cracking

down on its largest tech companies,
citing anticompetitive behavior and
regulatory infractions. The reason
likely has to do with an interest in
focusing tech development to align
with national priorities.
 New technologies promise to

stabilize climate change, but
they could damage international
relations. This year, new solar
geoengineering trials will take
place.

© 2022 Future Today Institute
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Global Innovation
& GovTech
Advancements
8
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Act Now

1ST YEAR ON THE LIST

Accelerating Government
Digitalization

Singapore developed a cloud-based communications service to make government agencies more
efficient.

9

KEY INSIGHT

EXAMPLES

DISRUPTIVE IMPACT

EMERGING PLAYERS

The global pandemic
accelerated digital
transformation. From
automating city services
to the acceptance
of telehealth, new
modernization initiatives
are being deployed
across local, city,
state/provincial, and
national governments.
This sets the stage
for the long-term
digital transformation
of government
administration.

The cloud enables more government
employees to work remotely and
securely, and it is enabling agencies to
share valuable insights across departments. Singapore developed its Postman
service, a cloud-based communications
tool now used by various local agencies—including its Ministry of Education
and Ministry of Health—to message
citizens. In the U.S., the Internal Revenue Service, Department of Veterans
Affairs, and Department of Housing and
Urban Development all deployed robotic
process automation to meet demand for
labor-intensive services. In emerging
markets, the Digital Impact Alliance is
helping governments build and scale
digital government programs. One of
its first projects: collaborating with the
Smart Africa Alliance, a partnership of
32 African countries working on implementing government digital systems
that don’t require a capital-intensive
upfront investment.

In the next several years, governments
will invest in updating government
systems and bolstering digital infrastructure. The government of Spain
announced a $22 billion investment
to accelerate digitalization and a public-private partnership worth $62 billion. In Italy, the government approved
$2.25 billion for a digital overhaul of the
health care system. The U.S. government approved $65 billion for a nationwide broadband upgrade.

• NextGenerationEU
• U.S Robotic Process Automation
Community of Practice
• The Commission for Smart
Government in the U.K.
• U.S. Digital Service
• Digital Impact Alliance

© 2022 Future Today Institute
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1ST YEAR ON THE LIST

Digital Identity Programs

SecureKey is a blockchain-backed digital identity
system operating in Canada.

10

KEY INSIGHT

EXAMPLES

DISRUPTIVE IMPACT

EMERGING PLAYERS

Digital identity systems
authenticate citizens and
enable them to interact
with their government
and its private sector
partners. These systems
allow people to securely
and privately assert their
identities as needed,
and they are growing in
popularity.

Digital ID systems are already in place
in a few countries. Canada’s SecureKey
is a blockchain-backed identity system
used to broker trusted interactions
between financial institutions, governments, and telecommunications
network operators. Citizens can connect
to various online services using one
digital credential. For banks, digital
ID can reduce fraud, improve security
and the protection of customer data,
streamline authentication, and facilitate
automated transactions. In Estonia, all
citizens, regardless of where they live,
have a state-issued digital identity. The
European country deployed its electronic identity program, called e-ID, some
two decades ago. The government of
Ontario, Canada, announced the launch
of its digital ID program in 2022, while
this year the European Commission is
reviewing a digital ID for all European
Union member citizens. In the U.S., a
national digital ID bill will be debated
in 2022.

A billion people worldwide lack a legally
recognized form of identity, which
prevents them from receiving needed
services. Meanwhile, as people adopt a
multitude of digital personas for use in
online communities and the metaverse,
they’ll need new forms of authentication to facilitate trusted interactions,
e-commerce transactions, and even
basic tasks, like verifying relationships.

• Digital Identity Alliance
• Digital ID & Authentication
Council of Canada
• Rep. Bill Foster (D-Ill.) and
Rep. John Katko (R-N.Y.)
• National Institute of Standards
and Technology
• Illinois Department of Innovation
and Technology
• Government of Ontario

© 2022 Future Today Institute
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SCENARIO

Long Lines at Meta Hall • Near-future pessimistic scenario

Long Lines
at Meta Hall
At Springfield’s Metaverse City Hall, our city
officials are ready to meet with you. Behind
every avatar is a real person, who can
answer your questions about your water bill,
property taxes, and other city services. You
can also chat with them to learn more about
our exciting city’s history, event venues, and
community spaces. Welcome!

11

Message From Springfield City Hall’s Community Manager

Hello Springfield Citizens!
Hi. I’m Fiona from City Hall. All of our
representatives are currently busy
with other citizen avatars. Our current
wait time is 270 minutes.

© 2022 Future Today Institute
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1ST YEAR ON THE LIST

Accessible Public Data
KEY INSIGHT

EXAMPLES

DISRUPTIVE IMPACT

EMERGING PLAYERS

Public agencies
are pooling and
standardizing data,
making it interoperable
and reusable across
government departments
and the private sector.

The Amsterdam Data Exchange, built in
partnership with the city of Amsterdam,
acts as a trusted intermediary between
government agencies, citizens, businesses, and researchers to safely share
information. In Singapore, a national
platform makes it easy for citizens to securely upload their personal data using
one universal form, which can then be
accessed—only when needed and when
permission is granted by the individual—by outside institutions such as mortgage lenders. The U.S. National COVID
Cohort Collaborative allows government
agencies, scientists, and researchers to
store, share, and access clinical data.

COVID-19 accelerated the demand for
usable data across the public sector.
Before the pandemic, data was often
siloed intentionally, or unintentionally
(due to lax standardization). Monitoring
the spread of SARS-CoV-2 and its variants and understanding its impact on
communities led to a change of heart.
Many governments are now reviewing
their data collection and governance
strategies, they are redefining their data
quality standards, and they are building
new systems to encourage collaboration.

• Australian Data Exchange
• Amsterdam Data Exchange
• Cambodia Data eXchange
• National COVID Cohort Collaborative
• National Institute of Standards
and Technology
• Netherlands’ Ministry of Health,
Welfare, and Sport

The city of Amsterdam operates a data exchange
to facilitate interactions between government,
citizens, businesses, and researchers.

12
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6TH YEAR ON THE LIST

Digital Dividends

California Gov. Gavin Newsom, who has proposed
a digital dividend, won a recall election in the fall
of 2021.

KEY INSIGHT

EXAMPLES

DISRUPTIVE IMPACT

EMERGING PLAYERS

A digital dividend would
give citizens a cut of the
profits derived from their
personal data.

Proponents of a universal basic income
(UBI)—which would give every person a
tax-free, flat amount of income regardless of employment or wealth status—
say it would help offset the effects of
automation, advanced robotics, and
artificial intelligence on the market for
human labor. Once a fringe socioeconomic concept, UBI is emerging as a
solution to ongoing uncertainty in the
labor market—but instead of sending
regular payments, some are advocating for a new kind of digital dividend.
In 2019, California Gov. Gavin Newsom proposed a “data dividend” that
would pay state residents for access to
their digital data. Additional examples
include national data trusts and blockchain-backed data exchanges.

The tech giants currently monetize user
data as a significant portion of their
revenue. A national data trust would
enable public and private organizations
to similarly harness consumer data at
a cost—profits would then be evenly
distributed to citizens. An alternative is
a blockchain-backed exchange, which
would deliver a small percentage of advertising revenue into a pool that’s later
distributed as part of a UBI program.

• Stanford Center on Philanthropy
and Civil Society
• Sir Tim Berners-Lee’s Solid initiative
• MyData

Photo credit: Jana Asenbrennerova/
Shutterstock.com.
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2ND YEAR ON THE LIST

Vaccine Passports

International certifications proving COVID-19
vaccination or negative test results are
increasingly required to travel.

14

KEY INSIGHT

EXAMPLES

DISRUPTIVE IMPACT

EMERGING PLAYERS

Proof of a COVID-19
vaccine is increasingly
required to cross
borders, enter public
buildings, and dine
in restaurants. But
standardization is
lacking, making it
challenging for people
traveling between some
states and countries.

As we enter year three of the pandemic,
many countries have rolled out a digital
vaccine authentication system. The
European Union launched its Digital
COVID Certificate (formerly called the
Digital Green Certificate), which is now
used to facilitate proof of vaccine status.
Within the European Union, certificate
holders are not required to take tests
or quarantine to enter countries. While
U.S. lawmakers spent 2021 debating a
national verification program, some
communities enacted laws to ban local
vaccine passports requirements, and
some states launched their own programs. New York deployed its Excelsior
Pass, which shows both digital vaccination records and negative test results
of state residents. California operates a
Digital COVID-19 Vaccine Record portal
and app, which patrons use before
entering venues.  

SARS-CoV-2 is likely to be with us for
many years to come, including efforts
to curb the spread of the virus. What’s
needed in the long term: vaccine passport standardization and interoperability. Some startups are already innovating
to make digital passports easier to use.
Swedish startup Dsruptive Subdermals
developed a tiny implantable chip—2
mm x 16 mm—that displays the EU Digital COVID Certificate when pinged.

• European Commission
• U.S. Centers for Disease Control
and Prevention
• California Health and
Human Services
• Key to NYC Pass
• Clear’s Health Pass

© 2022 Future Today Institute
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U.S. Government
Initiatives
15

© 2022 Future Today Institute

The science behind climate change is not
a hoax. The science behind the virus is not
partisan. The same laws apply, the same
evidence holds true regardless of whether
or not you accept them.
— Kamala Harris, Vice President of the United States

16
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2ND YEAR ON THE LIST

(Re)Investing in
Basic Research

In February, President Joe Biden announced
that Dr. Alondra Nelson will perform the duties
of director of the White House Office of Science
and Technology Policy (OSTP) until permanent
leadership is nominated and confirmed.
Image credit: Dan Komoda
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KEY INSIGHT

EXAMPLES

DISRUPTIVE IMPACT

EMERGING PLAYERS

Facing lingering
pandemic impacts, new
threats posed by climate
change, and a shift in
geopolitical tensions,
governments are
investing once again in
basic research.

Beginning in the late 1960s, the federal government has ceded its share of
basic R&D to the private sector. Basic
research is characterized as experimental or theoretical work undertaken to
acquire new knowledge of an emerging
area of science or technology. While
the foundations of artificial intelligence
were primarily funded through government grants in the 1960s, today the
frontiers of deep learning and other
advanced AI technologies are funded
through publicly traded companies like
Google, Facebook, and Amazon. This
creates tension between researchers,
who often want to stay heads-down
and work, and shareholders, who want
practical, applied outputs and products
in the marketplace. However, as China
starts to surpass the U.S. in government-funded basic research, the U.S.
and other governments now see basic
research as a path to enhance competitiveness.

Beijing has hundreds of basic research
projects underway, ranging from new
quantum systems and supercomputers to synthetic biology and genetic
engineering. China has restructured
its higher education system to position
universities to conduct basic research at
scale. Canada’s New Frontiers in Research Fund will award $144 million for
research projects over the next six years.
While the Biden administration has
made the Office of Science and Technology Policy a Cabinet-level agency and
nominated well-known scientists to the
President’s Council of Advisors on Science and Technology, a long-term strategic plan to fund the creation of new
technologies and science is required to
remain globally competitive.

• China’s National Basic
Research Program
• China’s National High-Tech
R&D Program
• China’s Ministry of Science
and Technology
• François-Philippe Champagne,
Canada’s minister of innovation,
science, and industry
• Canada’s New Frontiers in
Research Fund
• German Research Foundation
• Max Planck Society
• Helmholtz Association
• Leibniz Association
• National Science Foundation
• Office of Management and Budget

© 2022 Future Today Institute
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5TH YEAR ON THE LIST

Overhauling Legacy IT

Legacy IT equipment is expensive to maintain. This
year could finally bring needed upgrades to some
government agencies.

18

KEY INSIGHT

EXAMPLES

DISRUPTIVE IMPACT

EMERGING PLAYERS

Parts of the federal
government rely on
comically old technology
that is very difficult
to maintain. Many
government IT systems
worldwide haven’t been
updated since they were
originally built. However,
overhauling legacy
infrastructure is now a
priority.

Last year it took five months to issue
$1,200 stimulus checks to eligible taxpayers because IRS computer systems,
built in the 1970s, couldn’t be easily reconfigured. A sobering tech audit found
that the U.S. State Department tracks
visa information for 55,000 foreign nationals using a 26-year-old system that’s
been decommissioned by the software
maker. Upgrading a legacy system would
cause major disruption, and government offices, already strapped for personnel, don’t have easy workarounds.
Because the systems are taxpayer
funded, government agencies tend to
underinvest, avoid maintenance, and cut
corners on upgrades to save money. Few
technicians have enough institutional
knowledge to make the necessary fixes,
which means rehiring retired employees
at high contract wages.

The U.S. Government Accountability
Office has prioritized 10 critical federal
legacy IT systems that need modernization, are expensive to maintain—at
a cost of $337 million annually—and
rely on obsolete languages, such as
COBOL. Only two federal agencies have
documented plans to address system
upgrades. As of early 2022, there was
bipartisan support to modernize critical
legacy systems, which could do more
than mitigate security risks. Upgrading
a government’s digital infrastructure
could evolve into a virtuous cycle of
investment, job creation, economic
growth, and much-needed innovation
throughout the public sector.

• Senate Homeland Security and
Government Affairs Subcommittee
on Emerging Threats and Spending
Oversight
• U.S. Government
Accountability Office
• United States Digital Service
• Office of Management and Budget
• Office of Science and
Technology Policy
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1ST YEAR ON THE LIST

Federal WFH

Federal employees will continue to work in hybrid
environments, with some teleworking and some
commuting to offices.
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The federal government
is developing plans
for permanent hybrid
work from home
policies, which will
allow employees to
split their time between
being in the office and
teleworking.

When the pandemic first struck, the
federal government enacted policies to
allow employees to work remotely in an
effort to keep government systems and
agencies running. In 2021, the Biden
administration determined that a “work
from anywhere” policy—for certain
roles—would be a key future driver in
its ability to attract and retain talented
employees. This plan hints at postCOVID “maximum telework flexibilities”
for nearly 2.1 million federal employees,
as well as the sprawling network for
federal contractors.

Facing competition from private companies that offer higher salaries and more
enticing perks, the Biden administration
is asking federal agency heads to rethink
their current staffing structures—and to
imagine alternative future workplaces
where employees could work together
when needed but from their own home
offices or other locations as well. This
changes the government’s long-standing
strategy for building occupancy, which
could shrink spending. While digitalization could enable remote work to scale,
agencies will need to calibrate IT infrastructure and computer equipment to
ensure that connections are secure—and
they will need to track performance and
productivity without making employees
feel continuously watched. Some jobs—
such as those at agencies that still rely
on paper forms and in-person constituent visits—wouldn’t easily transition to a
WFA format.

• American Federation of Government
Employees
• House Oversight and Reform
Subcommittee on Government
Operations
• Office of Personnel Management
• Professional Managers Association

© 2022 Future Today Institute

00

01

02

03

04

05

06

07

08

09

10

11

12

13

Policy, Government & Security

State & Local
Initiatives
20

© 2022 Future Today Institute

00

01

02

03

04

05

06

07

08

09

10

11

12

13

Watch Closely

Policy, Government & Security

Informs Strategy

Act Now
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Citywide Metaverses

When Seoul announced its plans to develop a cityscale metaverse, Seoul Mayor Oh Se-hoon made
the announcement as an avatar. Image credit:
Seoul city government.
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When tech
companies made
bold announcements
about their shift
into decentralized
technologies and the
metaverse, some cities
broke (digital) ground on
new infrastructure and
city services. Think of it
as “digital city planning.”

The South Korean capital, Seoul, is
developing a citywide metaverse platform this year. It’s an early example of a
public metaverse that will offer city services and cultural events. The ecosystem
will include what digital city planners
call the Metaverse 120 Center, a portal
for city residents to virtually complete
transactions—registering a complaint or
notifying city departments that something needs repair—rather than at city
hall. Several cities in China are building
public metaverses, including Shanghai,
which included the development of a
public metaverse in its five-year plan. In
the U.S., the Downtown Santa Monica
District is building a public metaverse
primarily for entertainment and tourism.

While the metaverse is still being developed, some governments are already
starting to push the boundaries of what
citizens might do in virtual environments. The Caribbean nation Barbados
is hoping to develop what it calls “digital
sovereign land” and virtual embassies. If
it succeeds, Barbados would use a digital
identity system allowing citizens to
transport their avatars from one virtual
world to another through those virtual
embassies.

• Samsung
• Facebook (Meta)
• Decentraland
• Metaverse Group
• SuperWorld

Think of public
metaverses as
enormous, digital
city planning
projects.
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3RD YEAR ON THE LIST

Mesh Networks

Participants of NYC Mesh want to create a freely
accessible, wireless community network via their
interconnected routers.
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For many years creating
a network for exchanging
specific types of data was
something reserved for
the highly technical or
for large corporations.
Today, advances in
networking technology
and lower barriers to
entry are enabling the
buildout of purposedesigned networks at the
neighborhood level and
for the average person
to be an active part of
their local network
infrastructure.

Amazon developed a mesh network
protocol for Internet of Things devices
it calls Amazon Sidewalk. The protocol
is built into all of Amazon’s new IoT
devices and uses Bluetooth and 900MHz
radio signals to extend the internet
connectivity range of smart lights and
cameras by up to half a mile. By connecting one device to another to get to
the internet, each device that gets added
to the network extends the network’s
range. For consumers, this means the
smart lights at the end of your driveway
could seamlessly and securely connect
to a neighbor’s doorbell camera as a
gateway to the internet instead of relying on the limited Wi-Fi range coming
from the cable modem in a living room.
Apple AirTags use a similar mesh network approach by piggybacking on the
Bluetooth sensors incorporated into all
iPhones. The tags send a unique identifier over Bluetooth that any compatible
Apple device will recognize and rebroadcast to Apple’s servers.

The popularity of specific use case mesh
networks for specific types of data could
separate out internet bandwidth to make
it more effective for the purpose and
need required. Allowing for data to be
routed by the path that is most aligned
to its needs— instead of all data flowing arbitrarily through a single, overwhelmed router—could significantly improve load balancing of data movement.
Piggybacking on existing infrastructure
to take advantage of existing install bases is also a rapid way to achieve scale.
But scaling with limited customer consent and support will require a delicate
balance. Neighborhood mesh networks
are currently being built by tech companies—not city governments. This could
pose a competitive threat to wireline
cable and internet service providers,
and upend their business models.

• Apple AirTag
• Amazon Sidewalk
• NYC Mesh
• GSMA
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2ND YEAR ON THE LIST

State Charters
for Blockchain

Wyoming passed special legislation to allow
banks to store cryptocurrency, in a bid to become
a U.S. hub for the emerging digital currency
ecosystem.
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U.S. states are developing
charters and special
permissions to stimulate
blockchain use for
digital identification,
cryptocurrencies,
and digital asset
management.

Wyoming became the first state to
approve a banking charter for digital
assets when it approved applications
by Kraken (a consumer-focused cryptocurrency exchange) and Avanti Bank &
Trust (a bank created to hold crypto for
institutions) to form the first two special
purpose depository institutions (SPDIs)
in the world. The SPDI permit enables
institutions to take deposits and offer
custody and fiduciary services for digital
assets. All this came to fruition just
one year after Wyoming passed legislation to allow SPDI charters. The state’s
Division of Banking granted permission
to Two Ocean Trust, a wealth management services firm, to provide custodial services for digital assets. In 2021,
Nebraska and Texas signed laws authorizing state-chartered banks to custody
cryptocurrency. Illinois has proposed
similar legislation, and New York now
offers BitLicenses for virtual currency
activities.

Given the success in Wyoming, more
states are now considering charters
to attract startups and investment.
Governments that create burdensome
regulations around crypto may find
that industry players and the opportunity they bring may leave for greener
pastures. That said, federal regulations
could nullify state and municipal efforts.
The states are eager to court startups,
so new policies and regulations favoring blockchain initiatives are likely to
evolve.

• Wyoming Gov. Mark Gordon
• Nebraska Gov. Pete Ricketts
• Texas Gov. Greg Abbott
• Illinois Gov. J.B. Pritzker
• U.S. Sen. Cynthia Lummis (R-Wyo.)
• Federal Reserve Board
• Office of the Comptroller of
the Currency
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2ND YEAR ON THE LIST

State Governments
Tackle Digital Privacy

California’s Consumer Privacy Act inspired
lawmakers in other states to create similar
legislation.
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State governments are
developing rules and
regulations for data
privacy protections. In
2022, California will
update its consumer
privacy statute, which
will have a cascading
effect throughout many
state legislatures.

Once California passed its California
Consumer Privacy Act (CCPA) in 2018,
multiple states began work on similar
legislation. As of January 2022, Virginia
and Colorado have signed legislation
to protect consumer rights, while the
state legislatures of Washington, Minnesota, Alaska, New York, Pennsylvania,
Ohio, Maryland, Massachusetts, New
Jersey, Indiana, and Florida all have
bills in committee. In August 2020,
Maine’s internet privacy law went into
effect, exclusively regulating broadband
internet access service providers (think
Comcast and Verizon). Big law enforcement actions have emerged, too. Vermont’s attorney general filed suit against
Clearview AI for violating the state’s data
broker laws.

A patchwork of state regulations is not
ideal for consumers or companies, but it
underscores to the federal government
that there is an appetite for data privacy
laws. COVID-19 contact tracing and data
breaches of a range of institutions have
furthered the privacy discussion. If the
federal government doesn’t act, tech
companies must juggle various nuanced
laws across the country. Yet the free
market may pick winners and losers.
Encrypted messaging app Signal saw
explosive growth in 2021 as consumer
fears about WhatsApp sharing data with
Facebook led to mass user migration.
Companies that don’t take data privacy
seriously will lose market share to privacy-conscious competitors.

• Internet Association
• International Association of
Privacy Professionals
• Electronic Frontier Foundation
• National Conference of State
Legislatures
• The Uniform Law Commission
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2ND YEAR ON THE LIST

States Regulate
Biometric Data

States are starting to develop biometric data
regulations, including new laws prohibiting facial
recognition.
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State governments are
developing new policies
for using biometric data,
with a special focus on
how law enforcement
uses it.

In 2021, several states and cities passed
stringent laws preventing the use of
facial recognition technology. Baltimore
now prohibits the use of the technology by city residents, businesses, and
most of the city government, and Maine
passed a state ban on the technology
entirely. Instead, law enforcement in
the state must rely on the FBI and Maine
Bureau of Motor Vehicles to run facial
recognition searches. Meanwhile, Illinois has some of the strictest biometric
privacy laws in the country: It requires
public disclosure and consent to biometric screening. Biometric data cannot be
collected from Illinois citizens without
consent, regardless of where a company
or institution is based—and it cannot be
sold, transferred, or traded.

While facial recognition technology is
up against increased scrutiny in individual states, more advanced biometric
systems are being deployed to monitor
customers, employees, and students.
For example, eye movements can
determine whether a student is paying
attention during an online class—or
whether they are cheating on a test. An
employee’s movements can be traced to
learn how much time they spend with
other employees, the frequency of their
bathroom breaks, and the like. Only
three states currently enforce stringent
biometric privacy laws: Illinois, Texas,
and Washington, but that could change
as consumers become more aware of
how third parties collect and use their
personal data. Lawmakers must grapple
with privacy rights and unauthorized
collection of data, as well as with the
technology’s effectiveness in law enforcement.

• U.S. Department of Justice
• American Civil Liberties Union
• Illinois Attorney General Kwame
Raoul
• Texas Attorney General Ken Paxton
• New Jersey Acting Attorney General
Andrew Bruck
• New York State Sen. Brad Hoylman
• U.S. Sen. Ed Markey (D-Mass.)
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1ST YEAR ON THE LIST

Local Autonomous
Vehicle Regulations

Argo AI is partnering with auto manufacturers
to bring autonomous ride sharing and package
delivery services to U.S. cities.
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As electric vehicles
become more
sophisticated, adding
semi-autonomous or fullautonomous features,
local governments must
determine when and how
to authorize their use
within city limits.

In 2022, several companies will begin trialing autonomous rides in U.S.
cities. Argo AI, in a partnership with
Volkswagen and Ford Motor, will offer
self-driving rides in Miami and Austin
(with a company representative in the
vehicle). In Seattle, Zoox—which operates as an independent company inside
of Amazon—is testing autonomous rides
and developing a new type of passenger vehicle that doesn’t have a steering
wheel. Local governments and business
communities eye autonomous vehicles
as an engine for economic growth.

Without intervention by the federal
government, cities and states are exploring new ways to integrate autonomous
vehicles into their longer-term planning.
Several cities, including Phoenix and
Los Angeles, are developing innovative
approaches to designing, building, and
testing autonomous vehicle systems.
Several states and cities are considering
legislation to help bring autonomous
vehicles to market. But regulations
intended to spur development could hit
a roadblock—city and state governments
control their local streets, but the federal
government regulates surrounding highways. For autonomous vehicles to become ubiquitous and practical, America’s
roads would need to be interoperable.

• National Highway Traffic Safety
Administration
• U.S. Department of Transportation
• National League of Cities
• Arlington, Va.
• Austin, Texas
• Boston
• Chandler, Ariz.
• Concord, Mass.
• Denver
• Detroit
• Gainesville, Fla.
• Las Vegas
• Lincoln, Neb.
• Mesa, Ariz.
• Pittsburgh
• San Francisco
• Tampa, Fla.
• Seattle
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5TH YEAR ON THE LIST

Antitrust

U.S. government agencies announced plans to
investigate Big Tech companies in 2022.
Image credit: mundissima/Shutterstock.com.
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This could be a seminal
year for tech regulation
after several years of
lawsuits, regulatory
fines, and legislative
efforts.

Lawmakers and federal agencies have
long expressed antitrust concerns about
Big Tech’s expanding power, including
the companies’ ability to control data;
their power to impose terms on competitors; their dual role as both platform
participants and owners; the potential
for algorithms to thwart competition;
the giants’ habits of infringing on small
competitors’ patents; and recent merger
and acquisition activity that has helped
powerful tech interests consolidate even
more power. Expect to see closer scrutiny of M&A activity in 2022. Last year,
the U.K. ordered Facebook (now Meta)
to divest itself of Giphy, a GIF platform it
acquired in 2020. Of particular interest
in the U.S.: a Federal Trade Commission antitrust probe into Meta’s plan to
acquire the company behind VR fitness
app Supernatural for $400 million, and
the agency’s action to block Nvidia from
acquiring chip designer Arm for $40
billion, one of the largest semiconductor
deals ever.

In January 2022, Apple became the first
company worth $3 trillion; together
with Microsoft, Google, Amazon, and
Meta, America’s biggest tech companies
have a combined value of $10 trillion.
The Biden administration may expand
the scope of investigations this year.
The FTC is involved in many lawsuits
already, which include actions to force
Meta to divest itself of WhatsApp. Breaking up Big Tech could prove difficult:
Amazon’s moves to build digital payments, logistics, and delivery infrastructure could indirectly crush retailers
outside its platform—yet it isn’t illegal.
No U.S. laws prohibit companies from
being really, really smart. The European
Union’s Digital Services Act and Digital
Markets Act would require tech giants to
protect consumers against illegal goods
and counterfeits and would prohibit
platforms from algorithmically favoring
their own products, with fines as high
as 10% of annual revenue. The European Parliament must approve the new
reforms before they take effect.

• Margrethe Vestager, European
commissioner for competition
• U.S. Sen. Amy Klobuchar (D-Minn.)
• U.S. Sen. Elizabeth Warren (D-Mass.)
• Lina Khan, chair U.S. Federal
Trade Commission
• U.K. Competition and Markets
Authority
• U.S. Department of Justice’s
Antitrust Division

No U.S. laws prohibit
companies from being
really, really smart.
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3RD YEAR ON THE LIST

Data Ownership

This year, tech companies will need to answer
questions about consumer data—and who is the
ultimate custodian of it.
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Tech companies,
advocacy groups,
and governments are
grappling with who
should own the rights to
consumer data and who
has the ultimate power
and control over private
information.

A sprawling data economy underpins
our modern world. Dating apps, airline
companies, search systems, e-commerce sites, and health care companies
rely on consumer data—and often, as
this data passes between third parties, it
can be impossible to see how and where
personal data is traveling. This becomes
especially problematic when hackers
breach security protocols and gain
access to sensitive information, which
is happening more frequently. The U.S.
uses a patchwork approach to governing
data ownership and use, pushing the
responsibility to individual states to set
privacy standards. In most countries,
“data ownership” typically refers to the
legal rights to intellectual property or
copyrights. But when it comes to who
owns consumer data, there are few
guidelines—and big implications—for
business.

This year, as regulatory scrutiny of Big
Tech focuses on antitrust concerns and
privacy, lawmakers will begin to address
broader questions: Who is the legal
guardian of a consumer’s data? Do companies have the right to change end user
agreements regarding that data? Instead
of ownership, should companies merely
be the stewards or temporary guardians of data? What about genetic data?
Some answers are emerging: Minimize
the amount of data collected; require
consumers to opt in and consent to their
data being sold or used by third parties;
prevent companies from discriminating
against people if they exercise privacy
rights (i.e., charge them the same rates
as people who allow their data to be
used); and be transparent about what
data is collected and by whom.

• Lina Khan, chair, U.S. Federal Trade
Commission
• Rebecca Kelly Slaughter,
FTC commissioner
• Kate Ruane, senior legislative
counsel, American Civil Liberties
Union
• California Attorney General
Rob Bonta
• International Association of
Privacy Professionals
• Sir Tim Berners-Lee’s Solid initiative
• MIT Trust-Data Consortium
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2ND YEAR ON THE LIST

Cloud Neutrality

Cloud providers wield enormous power over
the internet.
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A handful of companies
control the cloud and
have the sole ability
to set pricing, access,
and standards. Those
companies own the
infrastructure and
don’t have to make
their business practices
transparent. As more of
our businesses and lives
move to the cloud, efforts
will grow to ensure
infrastructure serves the
public interest.

The three biggest cloud providers,
Microsoft, Amazon, and Google, have
collectively invested tens of billions of
dollars building infrastructure: data
centers, monitoring systems, and software. These robustly designed systems
prevent downtime and data loss, and
few other companies in the world can
compete. And as private companies,
cloud providers currently control access
to their services—services that are
becoming the lifeblood of businesses.
For example, following the Jan. 6, 2021,
attack on the U.S. Capitol, Amazon Web
Services kicked Parler, the ultraright social platform, off its cloud for violating
its terms of service. The decision shows
how much influence cloud companies
have over the internet. These private
companies sometimes compete with
the cloud provider’s offerings as well.
Take Netflix, for example. Its streaming
business, which is in direct competition
with Amazon Prime’s streaming service,
runs on AWS.

A concentrated market for an invaluable
service creates high risk. It can take
several years for a large company to
integrate its data into the cloud, making
selection a high-stakes choice and the
cost of switching prohibitive. The big
questions companies must answer first
are whether to take a public or private
cloud approach, for what parts of the
network, and when, taking into account
how much value is being created for
each party. Companies should also take
into consideration the automation and
orchestration of applications across
multi-cloud, multi-stack, and multi-vendor environments. Embracing a
cloud-native approach and its principles
of microservices architecture, openness,
and DevOps can be more practical, with
a clear ownership of data and defined
end-to-end service-level agreements that
determine who will be responsible for
what, and how issues will be resolved.

• Jason Zander, head, Microsoft’s
Strategic Missions and Technologies
team
• Awaiz Khan, Amazon Web Services
• Girish Bablani, Microsoft Azure
Core Team
• Corey Sanders, Microsoft’s Cloud for
Industry and Global Expansion team
• Rob Enslin, Google Cloud
• Kirsten Kliphouse, Google Cloud
• U.S. Federal Trade Commission
• U.S. Federal Communications
Commission
• Open RAN initiatives
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3RD YEAR ON THE LIST

Interoperability
Initiatives

The Connectivity Standards Alliance developed a
new protocol called Matter, which will help devices connect to each other.

31

KEY INSIGHT

EXAMPLES

DISRUPTIVE IMPACT

EMERGING PLAYERS

Tech platforms
connecting the cloud, our
smart homes, and our
everyday digital activities
aren’t interoperable. Big
tech giants use different
operating systems for
their various devices
and ecosystems, which
some regulators argue is
anticompetitive.

As the number of connected devices
grows, there is a growing chorus of
support for smart home devices that
can seamlessly integrate with other
systems while still promising security
and uptime. The Connectivity Standards
Alliance, formerly the Zigbee Alliance,
developed a new protocol called Matter,
which acts as an interface between devices. Matter-certified devices—such as
those from Samsung, Qualcomm, NXP,
and Universal Electronics—would make
it easier for devices to talk to each other.
In May 2021, Google announced that
Android and Nest would run the protocol to connect Matter-certified devices,
and Amazon made a similar announcement in early 2022. Comcast launched
its new Matter-compatible xFi Advanced
Gateway Router at this year’s Consumer
Electronics Show.

Incentivizing companies to make their
protocols and hardware interoperable
could help curtail some of the antitrust
probes the big tech companies will face
this year. The Augmenting Compatibility
and Competition by Enabling Services
Switching (ACCESS) Act, announced in
2021, would require tech companies
to maintain API-like interfaces so that
users could port their information over
to different platforms if they wanted and
smaller companies could more easily
make use of our data (with our permission, of course). Interoperability and
data portability could eventually lead to
new business opportunities and a bigger
device ecosystem, if the tech giants are
willing to cooperate.

• National Institute of Standards
and Technology
• Connectivity Standards Alliance
• Electronic Frontier Foundation
• U.S. Sen. Mark Warner (D-Va.)
• U.S. Sen. Richard Blumenthal
(D-Conn.)
• U.S. Sen. Josh Hawley (R-Mo.)
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2ND YEAR ON THE LIST

Corporate
Denial-of-Service (CDoS)

Former President Donald Trump was deplatformed after the Jan. 6, 2021, attack on the U.S.
Capitol.
Image credit: Evan El-Amin/Shutterstock.com.

32

KEY INSIGHT

EXAMPLES

DISRUPTIVE IMPACT

EMERGING PLAYERS

When a company
denies one or more
users, businesses, or
governments the ability
to access its platform
or services, this is an
example of a CDoS, a
corporate denial-ofservice. It’s also known
as “deplatforming.”

After the Jan. 6, 2021, attack on the U.S.
Capitol, Facebook denied former President Trump the right to post from his
account, and Snapchat instituted a similar, permanent ban. YouTube, Instagram,
Twitch, and Shopify suspended Trump,
while Twitter banned Trump’s account
indefinitely and shuttered 70,000 accounts associated with QAnon. Amazon
Web Services removed extreme rightwing platform Parler from the cloud,
disabling its content and services. Reddit
banned r/The_Donald and several proTrump pages that intentionally spread
misinformation. Web-hosting company
Liquid Web removed Oathkeepers.org,
the site of the far-right militia group. But
deplatforming isn’t limited to politics.
Uber, Yelp, Airbnb, and many other
platforms routinely pull content and ban
users, for a wide variety of reasons, from
the innocuous (posting what are obviously fake reviews) to the harmful (posts
that advocate violence, advance racism,
or target religious groups).

In May 2021, Florida passed a social
media deplatforming law, making it
illegal for companies like Facebook
(now Meta) and Twitter to ban users
based on their political viewpoints, and
a few months later Texas passed similar
legislation. CDoSing is a complex issue
in the U.S., where free speech laws are
strictly enforced but where years of
conspiracy theories and misinformation
have divided the country on numerous
issues, from politics to racial justice to
the COVID-19 vaccine.

• First Amendment Center
• Electronic Frontier Foundation
• Benjamin Lee, general counsel,
Reddit
• Jennifer Newstead, chief legal officer,
Meta
• Vijaya Gadde, chief legal officer,
Twitter
• David Zapolsky, associate general
counsel, Amazon
• U.S. Sen. Mark Warner (D-Va.)
• U.S. Sen. Richard Blumenthal
(D-Conn.)
• U.S. Sen. Josh Hawley (R-Mo.)
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3RD YEAR ON THE LIST

Corporate Foreign Policy

Casper Klynge was appointed as Denmark’s tech
ambassador in 2017.
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Large companies have
always lobbied to
influence policy and
regulation. But as the
tech giants amass power
and wealth, they’re
making key decisions
that impact diplomacy
and geopolitics.

In 2017, Denmark appointed Casper
Klynge, a long-serving diplomat, to
become its tech ambassador. It wasn’t
a gimmick, but rather a strategic play:
The world’s largest technology companies have amassed enough power to
influence global politics. Last year, a
dozen more countries created similar
positions, with the aim of mediating
disagreements between enormous tech
companies and governments, collaborating on shared interests, and developing public-private alliances. Meanwhile,
big tech companies are standing up
departments dedicated to geopolitics.
Microsoft President Brad Smith regularly meets with heads of state and foreign
ministers about Russia’s hacking efforts,
and he developed an international treaty, called the Digital Geneva Convention,
to protect citizens against state-sponsored cyberattacks.

Meta, Google, Amazon, Salesforce, and
many other tech companies are now
building their own teams centered on
geopolitics and digital diplomacy. It’s
one thing for a big company to lobby
local lawmakers. Some are now wondering what the longer-term implications
might be if corporations actively influence geoeconomics. What if a company’s priorities differ from the national
priorities of its government at home?

• USC Center on Public Diplomacy
• Kate O’Sullivan, general manager,
Microsoft Digital Diplomacy Group
• Meta for Government, Politics,
and Advocacy
• Google’s business strategy division
• Amazon’s public policy team
• Office of Science and Technology
Policy
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3RD YEAR ON THE LIST

Techno-Nationalism

TikTok’s parent company, ByteDance, has strong
ties to the Chinese government.
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Technology shapes
the ways the countries
relate to one another,
and it influences the
global balance of
power. A rising technonationalism links a
nation’s technology
capabilities to its
economic prosperity,
national security, and
social stability.

A great decoupling is underway, as
the U.S. and Chinese tech sectors are
cleaved apart by national governments.
What began as a rift in the semiconductor, cloud, 5G, artificial intelligence, and
biotech industries has bled into other
sectors, deepening existing business
and economic divides. In the past year,
the COVID-19 pandemic only further
magnified the ideological differences in
political freedoms and human rights,
wealth distribution, and the role of government in everyday life.  

China’s Foreign Investment Law imposes strict rules for vetting foreign
investments on national security concerns. Widely seen as retaliation for the
former Trump administration’s aggressive blacklisting of Chinese companies,
the law’s intent resembles that of the
Committee on Foreign Investment in
the United States, which wielded great
power and cut Chinese investment from
U.S. businesses. Companies must decide
whether to remove supply chains from
China and how to safeguard company
and consumer data if it is housed on
Chinese servers. Brands must weigh the
marketing value of a viral TikTok video
with the risk that accompanies the platform’s strong Chinese Communist Party
ties. Meanwhile, WeChat and Huawei
increase China’s influence around the
world. As the globe’s two largest economies drift apart, companies must navigate business interests and relationships
with lawmakers.

• U.S. Department of State
• Committee on Foreign Investment
in the United States
• China’s Ministry of Commerce
• China’s National Development
and Reform Commission
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6TH YEAR ON THE LIST

Splinternets

: The government of Myanmar restricts what its
citizens can see online.
Image credit: R. Bociaga/Shutterstock.com.
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The founding promise
of the digital world was
broad connectivity where
information could flow
freely. Governments
are taking steps to filter
(or completely block)
access to the internet,
while companies are
increasingly instituting
subscription models—
making wealth a
prerequisite for access
to reliable information.
The world wide web
is now splintered into
fragments.

In 2021, Myanmar’s military shut down
the internet as thousands of citizens tried
to organize a rally against the coup that
had taken over the government. Even
virtual private networks (VPNs) couldn’t
bypass the blackout. India has repeatedly
shut down phone and internet services
to protesters. However, nation-scale
internet censorship is most closely
associated with China’s Great Firewall.
At times of political unrest, as during
widespread riots in Xinjiang in 2009, China has completely shut down access to
the internet. China’s leadership believes
its model contributes to stability—and is
open to exporting that approach to the
rest of the world. Splinternets aren’t just
the product of blocking free access to the
internet; sometimes it’s enough to just
increase the barriers to finding reliable
information. That can be a technical
roadblock—as in a censorship regime
that doesn’t remove websites but knows
the average user won’t have the knowledge or time to connect through a VPN—
or a financial one.

The next iteration of the web, which
some refer to as web 3.0, could make
it difficult for governments to regulate
internet access. Also known as the
decentralized web, this third version of
the internet would introduce new blockchain-based protocols that would allow
people to control their own data using a
single personalized account. Without a
broker in the middle, people could more
easily access the same content regardless of where in the world they are—and
without the need for an intermediary.

• MIT Digital Currency Initiative
• Syracuse University School of
Information Studies
• Sir Tim Berners-Lee’s Solid initiative
• Freedom House
• Amnesty International
• Access Now
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4TH YEAR ON THE LIST

Multilateral Science
and Technology Acts

Several countries are proposing multilateral
initiatives to collaborate on the future of science
and technology.
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Throughout history,
multilateral efforts
have resulted in nations
working together
to promote shared
purposes. Proposals
to create multilateral
initiatives on artificial
intelligence, genomic
editing, and blockchain
are currently being
discussed.

The U.S. has used its War Production Board to encourage intellectual
property (IP) sharing and maximize
the production of lifesaving vaccines,
medicines, and equipment. During the
height of COVID-19, pharmaceutical
companies were not compelled to give
away their vaccine IP—and that made it
difficult for more companies to quickly
produce vaccine doses for lower-income nations. This has led to charges
of “vaccine apartheid” and growing
tensions between emerging economies,
the U.S., and E.U. There is precedent for
crisis-era agreements between sovereign nations, which previously resulted
in the formation of the Geneva Conventions, League of Nations, International
Monetary Fund, United Nations, and
World Health Organization.

COVID has been a stress test of current
cooperative relationships worldwide.
Science and technology advancements
are leading to new alliances being solidified today that will have downstream
effects on other key areas of science and
technology—synthetic biology, artificial
intelligence, geoengineering, autonomous vehicles, and commercial space
travel—for years to come.

• International Union of Biological
Sciences
• United Nations
• World Health Organization
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2ND YEAR ON THE LIST

Vaccine Diplomacy

China’s Sinopharm is a major global distributor of
COVID-19 vaccines.
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Effective COVID-19
vaccines exist, but
capacity is still meeting
only a fraction of the
global demand. Tests
remain in short supply.
Some countries are
hoarding resources,
while others are using
vaccines as a soft power
strategy.

In 2020, wealthy nations preordered
vaccine doses from companies within
their preferred trading blocs, and with
production unable to keep up with
demand, that left dozens of developing
economies without a means to protect
their citizens. By the middle of January
2021, only 25 doses of the vaccine had
been administered in emerging markets. (Believe it or not, that isn’t a typo.)
In wealthy nations, 39 million had been
administered. Those 25 doses were Russia’s Sputnik vaccine, and they were given to people in Guinea. By 2021, China
was the world’s top exporter of COVID
vaccines, and doses went to countries
that weren’t successful in procuring
them from the U.S. and Europe. Now,
China is using its newfound leverage to
push its enormous portfolio of homegrown pharmaceuticals.

COVID has offered China an opportunity
to exert its influence through the distribution of vaccines and medical aids. But
help frequently comes with strings attached. For example, Chinese embassies
often demand public displays of gratitude. In 2021 Serbia launched a national
campaign to shower praise on Chinese
President Xi Jinping—some politicians
insisted on building a statue in his
honor. China isn’t necessarily seeking
reciprocity but is instead building relationships and new alliances over a long
period of time—which could ultimately
pose threats to the U.S. and Europe.

• World Health Organization
• Sinopharm
• Xiamen Innovax Biotech Co.
• Walvax Biotechnology Co.
• China Power Project, Center for
Strategic and International Studies
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1ST YEAR ON THE LIST

Space Diplomacy

China will launch its Tiangong space station
in 2022. Image credit: China National Space
Administration.
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As we enter a new era
of space exploration,
geopolitical alliances
are being formed to
propel commercial
development—and to
develop new military
capabilities.

On Nov. 15, 2021, the Russian military
conducted a direct-ascent anti-satellite
test that blew up a Kosmos-1408 satellite, sending at least 1,500 pieces of
debris into space. The show of force
was a major escalation of Russian space
military ops—and debuted a new form
of off-planet technology never publicly
demonstrated before. Within minutes,
astrophysicists warned that debris could
potentially collide with spacecraft for
many years to come and lead to dangerous outcomes. That ring of debris
now lurks directly in the middle of a
critical 120 mile space—above it is the
International Space Station, and below
is commercial satellite space, where the
SpaceX Starlink fleet orbits. The U.N.
General Assembly adopted a resolution,
drafted by the U.K. and signed by 21
countries, agreeing that participating
member states should share information about their space security policies
and any activities they deem irresponsible or existentially threatening—but it
failed to prevent the anti-satellite test.

China is working to make its space
research, equipment, and artifacts
available to foreign researchers, as part
of a broader diplomatic effort. China
now operates the world’s largest radio
telescope, and it has acquired fresh
moon samples—the first in nearly 45
years. Foreign researchers are being
actively courted—outside of the U.S.
That’s because since 2011, Congress has
banned NASA from using its funding for
any joint research activities with China
or Chinese-owned companies. Would it
ban NASA from working with researchers who currently or previously contributed to Chinese research? If so, that
could become a problem, given China’s
aggressive outreach efforts.

• China National Space Administration
• Roscosmos State Corporation for
Space Activities
• European Space Agency
• NASA
• U.S. Space Force
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Geoengineering Policy
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New technologies
promise to stabilize
climate change, but
they could damage
international relations.

Geoengineering is broadly defined as
the “large-scale manipulation of an
environmental process that impacts
the Earth’s climate in an attempt to
counteract global warming.”1 Solar
geoengineering is a technique that uses
technology to reflect solar radiation
back into space, and different approaches are being considered. One is to spray
aerosol particles of calcium carbonate
(the stuff found in antacid tablets),
which can act like nano-mirrors and
deflect the sun’s harmful rays from hitting Earth. The Stratospheric Controlled
Perturbation Experiment (SCoPEx for
short) hopes to release a balloon this
year to gather initial data. The experiment would only release 1 kilogram of
calcium carbonate, which won’t exactly
move the mercury down our thermometers—but would allow scientists to
determine whether the technique might
work on a bigger scale. But this research
is controversial. A trial planned for early
2021 was abandoned due to protests
from environmental groups.

Many people don’t believe that scientists
should attempt to manipulate our climate, and that reducing CO2 emissions
is safer. This year, new solar geoengineering trials will take place. The
challenge is that Earth is warming at an
alarming rate, and so far the focus has
been on restrictions and punitive measures. Geoengineering efforts—which
also include dropping iron deposits into
the ocean, and growing different types
of plant species—could give us optionality. But we need a way to align on policy
to govern the atmosphere first. The
SCoPEx experiment’s biggest success
might not be in cooling the atmosphere
but rather catalyzing global geoengineering policy.

• Stratospheric Controlled Perturbation
Experiment

Harvard’s Stratospheric Controlled Perturbation Experiment (SCoPEx for short) hopes to release a balloon this year to gather initial data.
Image credit: NASA.
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https://www.theconservationfoundation.org/conservation-geoengineering-preservation-or-enhancement/

• U.K. House of Commons Select
Committee on Science and
Technology
• U.N. Framework Convention on
Climate Change
• U.N. Convention on the Law of the Sea
• Johns Hopkins Applied Physics
Laboratory
• World Bank
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1ST YEAR ON THE LIST

Neurorights Campaigns
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As neurotech moves
from labs into trials,
some countries are
banning the collection
and sale of brain data.

Neurotechnology includes brain-machine interfaces and implants capable
of reading and translating electrical
signals. Promising devices include prosthetic limbs, which can be stimulated
with electrical pulses and turned into
movement commands. Less practically:
Elon Musk has promised that his neurotech startup, Neuralink, is working
on brain implants that could enhance
cognition. This has sparked some
governments to pre-regulate neurotech.
Spain launched a Digital Rights Charter
in 2021, and it includes a provision on
neurorights and protecting citizen data.
The U.N. published an agenda last fall
arguing in favor of reviewing neurotech
in the context of human rights.

The most aggressive neurotech regulations are now in Chile, where a new
constitutional amendment prohibits
mind control, mind reading, or any other technology that might interfere with
how people think. This approach, which
effectively categorizes all neurotech as
medical devices and strictly limits their
use to very narrow cases, could stifle
innovation as the technology is still
being developed. But a growing number
of activists are calling for a thorough
public debate on the rights to mental
privacy—and transparency into how the
data extracted from users’ brains could
be used for commercial purposes.

• NeuroRights Foundation
• U.S. Brain Research Through
Advancing Innovative
Neurotechnologies Initiative
• Senator Guido Girardi, lead sponsor
of China’s neurorights bill
• Neuralink

Chilean Sen. Guido Giradi is leading an effort
to regulate the use of brain data harvested
from neurotechnology.
Image credit: Wikimedia Commons.
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We Chinese know only too well what it takes to achieve
prosperity so we applaud the achievements of others
and we wish them a better future. We are not jealous
of others’ success and we will not complain about the
others who have benefited. We will welcome them
aboard the express train of Chinese development.
— Xi Jinping, President of the People’s Republic of China

43

© 2022 Future Today Institute

00

01

02

03

04

05

06

07

08

09

10

11

12

13

Watch Closely

Policy, Government & Security

Informs Strategy

Act Now
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China’s Tech Crackdown
KEY INSIGHT

EXAMPLES

DISRUPTIVE IMPACT

EMERGING PLAYERS

The Chinese government
is cracking down on its
largest tech companies,
citing anticompetitive
behavior and regulatory
infractions. The reason
likely has to do with an
interest in focusing tech
development to align
with national priorities.

Last year, Beijing ordered Didi Chuxing—the world’s largest ride-sharing
company—to submit to a probe for
alleged data privacy and national security breaches. Government officials had
launched the probe just days after Didi’s
enormous $4.4 billion IPO on the New
York Stock Exchange. But more pressure
mounted, and fast: By July, the Cyber
Administration of China had added 25
apps operated by Didi to its banned
products list. Before Didi attracted
the ire of Beijing, Alibaba was fined
a staggering $2.5 billion for antitrust
violations, and the government forbade
the IPO of its financial services arm, Ant
Group.

Increasingly, Beijing is interested in its
mega-successful big tech companies—
Baidu, Alibaba, and Tencent, among
others—working to share data with the
state and to perform research to support
the vision of the Chinese Communist
Party. Rather than making popular video
games, Beijing aims to direct the might
of its tech companies toward programs
of national strategic importance. China’s
tech crackdown could cool private investment in Chinese companies, which
could result in a chilling effect on innovation and economic growth but free up
capital for emerging markets.

• Cyber Administration of China
• China’s State Administration
for Market Regulation
• Center for Strategic and
International Studies

China is cracking down on its biggest tech
companies for anticompetitive behavior,
among other things.
Image credit: Koshiro K/Shutterstock.com.
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How To Stream Game of Thrones Re-Finale • Near-future pessimistic scenario

Posted by u/clarinone9322 15 hours ago
56.4k

What is the best VPN to stream the “fixed” final season of
Game of Thrones being aired on Tencent in China?

r/technology

Like everyone else in America, I want to watch the “fixed” Chinese episodes of the final season of GoT. I’ve
heard from friends in the Philippines that the deepfake tech they used to reshoot scenes is amazing.
SPOILERS AHEAD! They improved the visual quality of “The Long Night” so you can actually see what’s
going on in the battle involving the Night King without having to mess around with the brightness settings on
your TV. In the new version, rather than Jaime randomly teleporting (?!?) to be with Cersei in the middle of
his redemption arc, he joins Jon and the fight at King’s Landing instead. Plus Daenerys no longer sets fire to
LITERALLY EVERYTHING for no reason. Instead she accepts the surrender of Lannister forces. And I heard
they added new content in the last season so it no longer feels so rushed and confusing.

Subreddit dedicated to the news and
discussions about the creation and use
of technology and its surrounding issues.

11.4m

Members

9.1k

Online

I can’t get a subscription to Tencent, so does anyone have a suggestion on how to stream the new episodes?
2878 comments

Save

Share

Hide

Report

Created Jan 25, 2008

Join

Chxxliuse98 • 8 hours ago
I’m having the same problem. China is blocking the US from using Tencent. But you can watch clips on
TikTok.
Reply

87

Share

Report

Save

Follow

1. Submissions must be about
technology

mils-3oruusw • 2 hours ago
I use XinVPN and it is fast for streaming.
33

Reply

Share

Report

Save

Follow

Dany_Boi_DD • 1 hours ago
Thanks! I think I’m still being blocked. Is it a Chinese VPN?
6

Reply

Share

Report

Save

Follow

LimesALot12 • 1 hours ago
Every VPN seems to be having problems right now. I had luck using servers in Italy and Thailand.
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14

Reply

Share

Report

r/technology Rules

Save

Follow

2. No images, audio, or video

3. Titles must be taken directly from the
article
4. No technical support or help
questions
5. No petitions, surveys, or
crowdfunding
6. No meta posts
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3RD YEAR ON THE LIST

China’s Quest for Cyber
Sovereignty

Last year, after global tennis sensation Peng
Shuai spoke publicly about being sexually assaluted by a top CCP official, her social media
accounts were frozen and all mentions of her
story were scrubbed from Chinese cyberspace.
Image credit: Lev Radin/Shutterstock.com.
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Cyber sovereignty
refers to a government
exerting control over
how the internet is run,
who gets access to it,
and what can be done
with all of the data
generated.

The Chinese Communist Party argues
that China is an enormous country in
the midst of the fastest economic transition in modern history, and its unique
controls promote social and economic
stability. As a result, Beijing says that
it has developed unique protocols
required of a country in transition. In
2021, when Chinese tennis star Peng
Shuai went on social media to accuse
a top CCP official of sexual assault, her
account was closed, and any subsequent mention of her name or story was
immediately scrubbed from Chinese
cyberspace. She then dropped out of
global view entirely, only to eventually
resurface making an apology for what
she’d written. Meanwhile, provocative
crackdowns on Hong Kong by the CCP
resulted in an expansion of China’s
Great Firewall, a tightly controlled version of the internet that blocks entertainment, journalism, and commentary
that challenge the government’s ideas.

Beijing intends to wean China off foreign-made computers and operating systems, replacing familiar brands (Microsoft, Dell, Apple) with Chinese products.
The CCP argues that China’s digital and
information systems can serve as a new
model for other countries around the
world and that other regimes can follow
suit. China’s Belt and Road Initiative,
which has successfully expanded trade
throughout emerging economies, has
boosted the country’s digital initiatives.
Within a decade, the digital world could
be split in two: a free system in the West
and a closed system led by China.

• Ren Zhengfei, Huawei founder
• Lei Jun, Xiaomi founder
• Pony Ma, Tencent founder
• Cyber Administration of China
• China’s State Administration for
Market Regulation
• Center for Strategic and International
Studies
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Security
A very brief list of 2021 attacks and breaches.

January
Supply chain attack
Hafnium, a Chinese state-backed hacking group, exploited vulnerabilities in
Microsoft Exchange Server software.
The exploit targeted small businesses
and local governments in the U.S. Globally, Norway’s Parliament and the European Banking Authority were impacted.
Data breach
Chinese social media management
company Socialarks leaked personally
identifiable information of 214 million
users. The breach was due to an unsecured database and included Facebook,
Instagram, and LinkedIn profile data.
Data breach
ShinyHunters attacked men’s clothing
retailer Bonobos, scoring personally
identifiable information for more than 7
million users. Partial credit card numbers, home addresses, phone numbers,
and other account information were uploaded to a forum for hackers—for free.

48

Data breach
The largest data breach in Brazilian
history included names, tax IDs, facial
images, salaries, and more. The data
was offered for free to hackers on a
darknet forum.

February
Ransomware
A cybercriminal group known as Cuba
breached AFTS, a payment processor,
and stole financial information.

March
Cyber espionage
Tether, a cryptocurrency hosted on
the Ethereum blockchain with tokens
issued by Tether Ltd., was infiltrated by
hackers who promised to leak documents that they claimed would “harm
the Bitcoin ecosystem.” Tether refused
to pay and announced that the documents had been forged.

Ransomware
U.S. insurance giant CNA Financial
agreed to pay $40 million, which at the
time was the highest amount paid to
retrieve stolen data.

April
Data breach:
Facebook experienced a brutal attack
involving the data of 550 million users. Facebook IDs, birth dates, gender,
location, and other data were published
online.

May
Ransomware
Colonial Pipeline, which operates a
5,500-mile gasoline, diesel, and natural gas pipeline carrying much of the
East Coast’s fuel, was hit with a ransom
attack. With shortages and long lines
at gas stations, the U.S. Department of
Transportation created an emergency
order allowing fuel to be distributed

by truck. The FBI named the Russian-linked cybergang DarkSide as the
attacker. Colonial Pipeline paid a 75
bitcoin ransom (roughly $4 million) to
regain access to its digital systems. The
U.S. State Department later offered a $10
million bounty for information leading
to arrests.
Vulnerability
Due to the misconfiguration of cloud
services, more than 100 million Android
users’ data was potentially exposed via
more than 20 apps that were not protecting real-time databases.

June
Ransomware
JBA SA, the world’s largest meat processing company, was hit with a massive
ransomware attack. It impacted facilities in the U.S., Canada, and Australia,
and led to plant shutdowns, caused
livestock to be returned to farms, and
temporarily resulted in global meat
shortages.

Data breach
Audi and Volkswagen disclosed a breach
impacting 3.3 million customers, primarily located in the U.S.

July
Supply chain attack
Russian-linked cybergang REvil exploited a flaw in IT management software
company Kaseya, which allowed hackers to inject 1,500 organizations with
malware.
Commercial hacking
Spyware developer NSO Group was
found to have been creating and selling
tools to infect iOS targets via flaws in
Apple’s iMessage communications platform. A group of researchers published
forensic evidence revealing that several
governments—Saudi Arabia, the United
Arab Emirates, Hungary, India, Morocco—could be NSO customers.
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A very brief list of 2021 attacks and breaches.

Cyberattack
UC San Diego Health reported that
employee email accounts had been infiltrated, giving hackers potential access
to the academic health system’s medical
records, claims information, prescriptions, treatments, and Social Security
numbers.

August
Data breach
T-Mobile reported a breach that involved IMEI and IMSI numbers, names,
addresses, driver’s license numbers, and
Social Security numbers for approximately 50 million customers.
Smart contract hack
Poly Network, a blockchain organization, announced a smart contract hack
that was used in a $600 million cryptocurrency heist.

49

Smart contract hack
Liquid, the Japanese cryptocurrency
exchange, had $97 million in crypto
stolen.

September
Cyberattack
Cream Finance, a decentralized finance
organization, blamed a vulnerability for
a $34 million loss.
Bio-cyberattack
The public hospital system in Paris reported that private health data, including COVID-19 test results, was stolen.

October
Data breach
Amazon-owned Twitch announced
that a massive 128-gigabyte cache of
data—including proprietary software
development kits and the livestreaming
service’s complete source code—had
been stolen. Individual streamers’ payout data was included in the files.

Crypto attack
Coinbase announced that hackers tried
to gain access to its user accounts. Cryptocurrency was successfully transferred
out of some user accounts without their
knowledge.

November

discuss open-source security, given that
so many companies rely on open-source
tools and software.
Sources
Bluefin, Krebs on Security, Security Magazine, ZDNet, Kaspersky

Data breach
The Robinhood trading app disclosed a
breach involving 5 million users.

December
Crypto attack
$150 million in cryptocurrency was
stolen from BitMart due to a security
breach.
Zero-day
In perhaps the most stunning exploits
of 2021, a zero-day vulnerability was discovered in a relatively small but popular
Java library used for tracking software
events. This prompted the White House
to host an emergency tech summit to
© 2022 Future Today Institute

AI naturally gravitates toward monopolies...
once a company has jumped out to an early
lead, this kind of ongoing repeating cycle can
turn that lead into an insurmountable barrier
to entry for other firms.
— Brad Smith, President of Microsoft, writing in Tools and Weapons:
The Promise and the Peril of the Digital Age
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Bio-Cyberattacks

COVID-Related Hacking
With the global pandemic forcing fast
coordination by government agencies, researchers, and pharmaceutical
companies, vaccine and patient data
became a new target for cyberattacks.
In August 2021, the Indiana Department
of Health confirmed that data from its
statewide COVID-19 contact tracing
database had been accessed by hackers,
while in December 2021, the Maryland
Health Department was unable to publish data on new coronavirus case rates
for nine days due to a network security
incident. Hackers are targeting patient
data, COVID research, genetic code, and
vaccine intellectual property. Given the
continued spread of SARS-CoV-2 variants, hackers eye a lucrative community
to exploit.
Ransomware attacks will continue to challenge
COVID management efforts in 2022.

Biometric Malware
Biometric data isn’t stored as securely
as it should be, opening the door to theft
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and manipulation. There have been
plenty of attacks in recent years, including the emergence of a tool that can
scrape photos from social media and
use them to launch sophisticated phishing attacks. Malware called CamuBot
targeted Brazilian bank customers, bypassing biometric hardware protections
for device takeover. Using biometrics
to keep people safe while they travel
or during the pandemic could also put
them in greater danger.

DNA Database Hacks
As more consumers send their saliva
away for genetic testing, the need for
secure DNA databases has never been
as important. In July 2020, hackers were
able to access GEDmatch, a DNA database, resulting in the genetic profiles
of 1 million users being searched by
law enforcement. A few weeks later,
hackers used the emails retrieved from
GEDmatch to launch another attack,

this time on genetic testing company
MyHeritage. Sensitive DNA information
could be used for a number of purposes,
from blackmail to government espionage.  

Cyber Homicide
The first known death resulting from a
cyberattack happened in 2020. Intending to extort money from Düsseldorf
University, attackers locked its local
computer network—which included the
computers at the university hospital.
At that moment, a woman who needed
immediate surgery couldn’t be seen,
resulting in her being transferred to
another hospital. Time ran out, and
she died. Since then, there have been
several more cases of cyber homicide,
and according to cybersecurity company Censinet, a quarter of health
care organizations that experienced a
ransomware attack in the past two years
reported increases in patient death

rates. Hospitals rely on computerized
machinery, logistics, and transportation
systems. Taking them offline for a ransomware attack, even for a few hours,
causes real-world harm. Security experts are increasingly concerned about
accidental incidents, as well as those
caused intentionally. Bad actors could
take down a hospital’s entire computer
system just to target one patient.
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Critical Attacks

Supply Chain Attacks

The SolarWinds attack highlighted the vulnerability
of cybersecurity’s supply chain.
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Cybersecurity has its own supply chain,
which includes IT services, vendors,
software, networks, and data. The 2020
SolarWinds attack is an example of a
supply chain attack, because it compromised the systems management
tools used by IT professionals. The
impacts are still cascading throughout
the ecosystem. SolarWinds was a prime
target—breaching the supply chain
meant potentially gaining access to
hundreds of thousands of companies
and government agencies. In a supply
chain attack, hackers infiltrate your
systems through an outside partner that
has access to your data. Nearly every
company must use outside hardware
and software—it would be impossible
to build everything a modern company
needs from scratch—and reliance on
outsiders requires tight security. Security is only as good as its weakest link, and
supply chain attacks are growing in both
frequency and sophistication.

Zero-Day Exploits Rising
A zero-day vulnerability is a flaw—a
problem within a hardware or software
system that developers didn’t discover
during the testing process. That vulnerability can be exploited by malware to
cause all sorts of problems. Zero-days
are dangerous, prized tools, and discovering them is a favorite activity of
malicious hackers. Once the flaw is revealed, programmers have zero days to
do anything about it. Last year set a new
record for zero-day attacks—66 known
zero-days were found in use, which is
double what was discovered a year earlier. The zero-day marketplace, where
tools are bought and sold, is lucrative
and growing. Tools to exploit vulnerabilities will be in greater demand through
the near future.

Zero-Knowledge Proofs
Go Commercial
With all the hacking scandals that have
plagued us in the past several years, we
will see a transition to something called
zero-knowledge proofs, which allow
one party to verify data without conveying any additional information. For
example, researchers at Microsoft and a
handful of universities are collaborating
on Picnic, which is the code name for a
post-quantum digital signature algorithm, and it uses a zero-proof system.
Picnic uses this concept together with
symmetric cryptography, hash functions, and block ciphers, to create a novel signature scheme. It’s a mind-bending
approach to security, allowing you to
verify your identity without actually
revealing who you are. In essence, this
eliminates the need for a company to
store private identity data during the
verification process. Zero-knowledge
proofs aren’t new, but deploying them

to protect our digital identities is an
emerging application, especially in the
wake of increased telemedicine and
remote work. JPMorgan Chase is using
zero-knowledge proofs for its enterprise
blockchain system, while Ethereum is
using zero-knowledge for authentication.
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Cyber Policy

Regulating Messy Code

Messy code allowed hackers to infiltrate platforms in 2021.
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For the past few years, some social media users left big platforms for nascent
startups that were established quickly
and with little technical oversight. Anger toward Twitter and Facebook (now
Meta) catalyzed the growth of newer
entrants, such as Signal and Telegram,
which promised encrypted private messaging, and Clubhouse, which offered
private chat rooms that could be controlled by hosts. Meta-owned WhatsApp
confused its global user base because
of a sloppy announcement about data
sharing and privacy: It notified users
they would get new options to message
businesses but had to opt in or their
service would be cut off. (Practically
speaking, very little changed, but in the
haze of confusion, users left in droves
and joined Signal and Telegram.) Sloppy
code and a mess of security failures
allowed a hacker to infiltrate Parler,
a Twitter clone launched by former
President Trump supporters. Parler’s

public API didn’t require authentication,
the site didn’t actually remove deleted
posts, and, inconceivably, each post
used a sequential numerical ID, making
it simple to scrape data. Geolocations
weren’t scrubbed, metadata was preserved … we could go on. The result: 80
terabytes of posts, including 1 million
videos, were made available online.
Lawmakers are investigating whether
they can force companies to clean up
their code—which could include regulating the testing and maintenance of open
source code repositories.

Global Cybersecurity Pacts
In late 2018, more than 50 countries
signed an international agreement on
cybersecurity principles. Along with
those countries were more than 200
companies (Microsoft, Google, and
Facebook among them) that committed to end malicious cyber activities in
peacetime. While the agreement was

nonbinding, it was an attempt to develop norms and standards for the ways
in which countries behave in cyberspace. Noticeably absent from the list
of signers: Russia, China, North Korea,
Israel, and the United States. The Biden
administration signaled its focus on
cybersecurity as a top national security
policy, and last year the State Department opened the Bureau of Cyberspace
and Digital Policy.

Government Requests for
Backdoor Access
While they sound malicious, backdoors
aren’t necessarily bad. Often, developers
intentionally install them into firmware so that manufacturers can safely
upgrade our devices and operating
systems. The challenge is that backdoors can also be used surreptitiously to
harness everything from our webcams
to our personal data. In 2020, Republican lawmakers introduced the Lawful
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Cyber Policy

U.S. Secretary of State Antony Blinken established the Bureau of Cyberspace and Digital Policy.
Image credit: Drop of Light/Shutterstock.com.
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Access to Encrypted Data Act, which
would result in weaker encryption in
communication services so that law
enforcement officials could gain access
to devices with a warrant. Government
officials worldwide have been advocating for a set of “golden keys,” to allow
law enforcement to break through the
security using backdoors. But even without public agreement, some agencies
may find their way into our machines.
In 2013, the National Security Agency
made a deal with security company RSA
to include a flawed algorithm, effectively
giving the NSA a backdoor into various systems. The challenge is that the
simple act of creating a backdoor would
leave ordinary people vulnerable to everyday attacks by a wide swath of actors,
both benevolent and malicious. However, given the rise of zero-day exploits,
we should question whether backdoors
are the best way forward.

Remote Kill Switches
As our technology becomes more immersive, we’ll have increased needs for
remote kill switches. Found on smartphones and connected devices, these
will soon come in handy for the enterprise and government agencies. Uber
developed its own software program
called Ripley, which could be activated
by staff in San Francisco, should any of
its overseas offices be raided by police.
It also deployed uLocker, a remote kill
switch that could lock all company
devices, including laptops and phones.
On the consumer side, both Apple and
Android devices now allow users to remotely wipe all information from their
phones and tablets using a web interface. That benefit would come with a
cost, however. Kill switches would mean
that nobody could gain access to what’s
inside a lost or stolen phone—not even
law enforcement.

Cyberweapons are
going to be used in
a way we haven’t
used other weapons.
It gives us options we
didn’t have before.
— James Lewis, a cyber expert,
Center for Strategic and International
Studies.
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Cyberwarfare

Automated Attacks Using AI

Every year, cybercriminals target critical infrastructure.

55

Thanks to advancements in AI, one of
the big trends in security is automated
hacking—in short, software that’s built
to out-hack the human hackers. The
Pentagon’s Defense Advanced Research
Projects Agency launched a Cyber
Grand Challenge project in 2016, with
a mission to design computer systems
capable of beating hackers at their
own game. DARPA wanted to show that
smarter automated systems can reduce
the response time—and develop fixes
in system flaws—to just a few seconds.
Spotting and fixing critical vulnerabilities is a task that might take a human
hacker several months or even years to
complete, and yet the machine that won
the Grand Challenge proved its might in
just a fraction of that time. The winner
became the first nonhuman entity to
earn the DEF CON’s Black Badge, which
is the hacking community’s equivalent of an Oscar. Very soon, malicious
actors will create autonomous systems

capable of automatically learning new
environments, exposing vulnerabilities
and flaws, and then exploiting them for
gain—or whatever the stated objective,
which could simply be generalized
mayhem.

State-sponsored Security
Breaches
It’s thought that the 2020 SolarWinds
supply chain attack was likely planned
and facilitated by an elite Russian government agency, while Russian hackers
targeted more than 20 U.S. states’ voter
registration databases leading up to the
2018 elections. But there is evidence
that the Russian government had a
long list of targets that went far beyond
American politicians running for office.
Russian hackers targeted thousands
of people, from defense contractors
at Lockheed Martin and Raytheon, to
Ukrainian lawmakers, to the pope and
his executive team. Russia is home to
some of the world’s most gifted and

prolific hackers. Elite digital forces in
Russia and China are targeting managed service providers that provide IT
infrastructure. And they aren’t necessarily covering their tracks as they did
in the past. Outside of state-sponsored
cyber initiatives, plenty of talented
people may be motivated both by a lack
of economic opportunity and weak law
enforcement. Over time, this has created a perfect storm: Enormously talented
people, weak laws, and poor economic
conditions have led to a growing pool of
talented hackers.

Critical Infrastructure Targets
Every year, cybercriminals target critical infrastructure and facilities, and for
years, security experts have warned that
hackers could potentially disable dams,
power plants, and traffic lights with
these attacks. Last year, it was revealed
that hackers had remotely accessed the
water supply of a city near Tampa Bay,
Florida, and had adjusted the amount
© 2022 Future Today Institute
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Hacker Anonymous declared cyberwar on Russia in February 2022 following that country's attack
on Ukraine.
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of lye to levels harmful to humans—
fortunately the attack was identified
and thwarted before the tainted water
reached any homes. Another group
of hackers hit the jackpot during the
SolarWinds supply chain attack, targeting vital facilities in countries around
the world. And four years ago, Russia
targeted critical infrastructure sectors
in the U.S., including the power grid—
though it’s been trying to gain access to
that since at least 2016—and hackers did
gain access to one power plant’s control system. At the time cybersecurity
company Symantec warned that hackers
had penetrated the U.S. power grid, targeting staff at nuclear energy facilities
with phishing attacks. The U.S. Computer Emergency Readiness Team issued
a sternly worded notice but one that
lacked an enforcement mechanism, and
it’s clear that the companies and utilities
managing our critical infrastructure
haven’t yet been jolted into action.

Offensive Government Hacking
Rather than simply pursuing cyber
deterrence, governments are more actively engaging offensive positions in cyberwarfare. It’s been a decade since the
U.S. and Israel joined forces to deploy
a devastating worm known as Stuxnet,
which took down parts of Iran’s covert
nuclear weapons program. Singapore’s
Ministry of Defense is hiring white hat
hackers and security experts to look for
critical vulnerabilities in its government
and infrastructure systems. In the U.S.,
the two agencies responsible for cyberwarfare—the U.S. Cyber Command
and National Security Agency—are
playing offense, especially as artificial
intelligence becomes a focus for the
nation’s cyber strategy. Eventually, AI
could enhance offensive operations and
replace human troops, but the agencies
face a shortage of gifted hackers willing
to join government ranks. That could
change with the Biden administration,

which is actively promoting science and
technology as it tries to rebuild trust in
the government.
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Safeguarding the Home of Things

WFH Security
With so many people now working from
home and using their own routers,
home computers, and internet service
providers, hackers are finding it easier
to breach company data. Cybercriminals are increasingly targeting inadequate data security protocols. They’re
also reigniting fraudulent emails,
phishing, and spam campaigns related
to WFH and COVID-19 as a way to gain
entry into intellectual property, corporate data, and customer information.

Consumer IoT Vulnerabilities

Most consumers do not regularly update their routers, leading to potential security problems.
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With the proliferation of smart devices—connected speakers, mirrors, and
fitness gadgets—hackers have a wellspring of new targets in 2022. Especially
because consumers don’t always update
firmware, security patches, or even their
passwords. Internet of Things security
is bad, and this year we are likely to
see new threats. Many IoT devices ship

with insecure default settings, which
then often remain unchanged after the
consumers set them up in their homes.
Insecure routers and Wi-Fi configurations are also problematic. Attackers
might find a way into a company database or hijack your smart TV for ransom
the day before a big televised event
(national elections, Eurovision, the
Super Bowl) and refuse to unlock it until
you’ve paid a fee. Companies that now
have legions of employees working from
home should closely monitor internet
service providers (ISPs), smart devices,
and local network configuration.

computer rendering program, from
which a functional plastic clone key can
then be 3D-printed. It’s an example of
a major vulnerability in legacy security
systems that include older safes and
traditional locks.

Sonic Lock Picking
Machine learning is being used to recognize and regenerate sounds, including the sound of someone inserting a
key into a lock. The unique sequence of
metallic clicks can be deciphered using
signal processing software to replicate
the precise shape of the key shaft in a
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Corporate Security and Espionage

Bounty Programs
White hat (read: good hacker) bug bounty programs are becoming popular. In
some cases, businesses solicit friendly
hackers for paid work through platforms like HackerOne, which is used by
the U.S. Department of Defense, WordPress, Coinbase, Shopify, and GitHub.
HackerOne and the Defense Digital
Service announced a new bug bounty
program, in which participants attempt
to uncover vulnerabilities in the U.S. Army’s digital systems. Verizon Media has
paid $9.4 million and resolved nearly
6,000 bugs.

Data Theft Becomes
Data Manipulation

HackerOne hosts white hat bounty programs to uncover vulnerabilities before hackers infiltrate digital
systems.
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Rather than malicious actors simply
stealing data, you can expect to see new
kinds of attacks involving hackers accessing and then manipulating data for
long-term damage. The implications are
more concerning than you might realize

at first: If a company’s vigilance over its
data integrity is cast in doubt, it could
quickly lose customers and partners.

organizations develop their next fiscal
year budgets, they should assess the
need for cyber risk insurance.

Low-Cost Malware
Older malware is being remixed and
used for new purposes. For example,
two older types of malware enabled a
remote administration tool to infect Android phones with a keylogger, allowing
attackers to monitor the use of websites
and apps. For $29.99, low-level cybercriminals could easily steal usernames
and passwords.

Cyber Risk Insurance
New forms of insurance, intended to
help businesses protect against hackers,
will begin to enter the marketplace.
Rather than simply covering the theft
of basic information, insurers will also
offer protection against damage to reputation, the loss of operational capacity,
and the costs for system upgrades. As
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Internet Traffic

DDoS Attacks on the Rise
A distributed denial-of-service (DDoS)
attack happens when a hacker sends
so many requests to a battalion of
machines that the entire network goes
down. In the past several years, the
number of DDoS attacks has spiked—
and the attacks are increasing in both
reach and duration. DDoS attacks were
up 31% last year and were much more
sophisticated than previously seen. New
“smart” DDoS attacks aren’t just used
to disrupt services—they are also used
to steal money or to render resources
inaccessible. To date, half of the world’s
attacks have originated in China. Hackers are using more sophisticated tools,
which means that future attacks will
be larger in scope and could achieve
greater impact.

Hijacking Internet Traffic
The protocols underpinning the web
were written long before we had connected microwaves and billions of daily
users. In 2018, hackers created a massive internet traffic diversion, rerouting
data through China, Nigeria, and Russia.
It disrupted Google, taking its business
tools offline, slowing down search, and
making its cloud unreachable. It was an
example of Border Gateway Protocol hijacking and, while in this case the error
was the result of an outdated Nigerian
ISP, the incident points to a vulnerability in our web infrastructure. We saw
multiple cases of internet traffic hijacking in 2021, especially as more people
worked from home.

New “smart” DDoS attacks are on the horizon.
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Hactivism

Ransomware-as-a-Service

Twitch was infiltrated by hactivists because they
were angry about how the platform was being used
by others.
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Last year, ransomware devastated
companies and even entire cities. In
a ransomware attack, hackers deploy
malicious tools to hijack data, effectively
locking out systems and devices, until a
fee is paid. Since cash and online bank
transfers are easy to track, the currency
of choice is now bitcoin, which moves
through an encrypted system and can’t
be traced. The emergence of the blockchain and cryptocurrencies have transformed ransomware into a lucrative
business. In 2021, Baltimore was one of
dozens of cities hit by municipal ransomware attacks. Residents couldn’t pay
water bills, email their city representatives, or schedule trash pickup, among
other things. Cities, financial services,
and health care organizations have been
targeted with the brunt of ransomware
attacks because the data and services
they provide are so valuable. Simply
backing up your organization’s data

won’t be enough of a fail-safe going
forward. Researchers have already
found “doxware” floating around the
internet—rather than just holding your
data hostage until you pay up, you face
the threat that it could all be published
to the web, for everyone to see.

Decentralized Hacktivists
Hackers-turned-activists have had a
busy few years, working for causes they
believe in. They launched DDoS attacks
against governments, corporations,
and banks. Hacktivist organizations,
including Anonymous, WikiLeaks, and
DC Leaks, see themselves as enduring
forces of change. In 2020, Anonymous
organized attacks on multiple law enforcement websites in support of Black
Lives Matter protesters, and in October
2021, hackers infiltrated Amazon-owned
streaming platform Twitch because they
said the site had become a “disgusting
cesspool.” Hacktivists will use their

skills to help shape local, state, national,
and international politics, conversations, and business practices.

Proliferation of Darknets
Many people confuse the deep web—
hidden parts of the internet that aren’t
usually indexed by search engines—
with darknets, which are niche spaces
promising anonymity, often for illegal
activities. People go there to sell and
buy drugs, guns, ammunition, security
exploits (malware, ransomware) and
your hacked data (passwords, credit
card numbers, and more). Cryptocurrencies have fueled activity in the dark
corners of the internet, since they’re
encrypted and make tracking transactions nearly impossible. You can’t just
hop on to a darknet the way you Google
your high school sweetheart. To access
the hidden crime bazaars, you need
special software such as the Tor Browser
or Freenet, you need to know where

you’re headed, and you do need a bit of
technical knowledge. It isn’t illegal to
take a walk through dark marketplaces.
But there’s also plenty of good activity
that takes place in anonymous web
portals: whistleblowers hoping to shine
a light on wrongdoing, political dissidents looking for asylum, and investigative journalists hunting down leads. As
cryptocurrencies gain popularity, we’re
likely to see more activity in darknets.
Activists with legitimate concerns will
advocate for new layers of protection,
while law enforcement will receive
training on how to navigate the dark
web. For government and law enforcement, the challenge of training is that
unregulated and at times purposely
evasive dark websites are insular and
ever-changing. Those accessing darknets are typically also the ones building
them.
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Cybersecurity Terms Every Executive Should Know

Access control
A selective restriction that controls
what data users and user groups can
access, see, share, and edit.

Adware
Software that automatically generates online ads; it can also include
spyware that tracks your browsing
habits. It’s because of adware that
many people are turning to ad blocking software.

Air gap
A system that is physically separated
and isolated from all other computers, networks, and the internet.

Anonymous
A collective of hackers, best known
for its use of the Guy Fawkes mask
and distributed denial-of-service
(DDoS) attacks. Anonymous typically
uses the hashtag #Ops when announcing a new campaign. Past ops
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included a takedown of the Church of
Scientology and the Westboro Baptist
Church.

Authentication
A verification process that confirms
the identity of a user based on specific information.

Backdoor
Developers intentionally install backdoors into firmware so that manufacturers can safely upgrade our devices
and operating systems. The challenge
is that backdoors can also be used
surreptitiously to access everything
from our webcams to our personal
data.

chatbots, for example—are completely harmless. Other bots can be
programmed to repeatedly guess
passwords so that a hacker can break
into a website.

Botnet
A botnet is a group of computers
that are being controlled by a third
party, and are being used for any
number of nefarious purposes. For
example, malware installed on your
computer can run undetected in the
background while hackers use your
machine as part of a large spamming
network.

Breach

Black hat

The moment a hacker gains access to
a device or network via a vulnerability.

A malicious hacker; someone who
hacks for personal gain.

Bring Your Own Device (BYOD)

Bot

A policy that authorizes employees to
use their own devices on the company
network or to access company data.

Bots are automated programs that
perform a simple task. Some—simple

Browser hijacking

Cookie

This attack changes a user’s default
homepage and search engine without permission, often in order to gain
clicks to websites for ad revenue or to
inflate a page’s ranking.

A small file sent from your computer’s
web browser to a server. Cookies help
websites recognize you when you
return, and they also help third parties
track their audience.

Brute force attack

Cracking

This type of attack is a laborious, methodical process where a hacker uses
software to automatically guess every
password it can to gain unauthorized
entry into a network or computer.

A basic term that describes breaking
into a security system. Anyone “cracking” a system is doing so maliciously.

Bug
A flaw or problem in a program that
can be harmless or might allow hackers to exploit a system.

Cloud
Data storage or computing services
that are accessed using remote
servers.

Crypto
Cryptography (or “crypto”) is the art
and science of encrypting data—as
well as breaking encryption. (The
term is also used as shorthand for the
cryptocurrency market and its various
tokens.)

CxO spoofing
Cybercriminals digitally impersonate
a company’s executive leadership
team to gain access to IP, data, or
other sensitive information.
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Cybersecurity Terms Every Executive Should Know

Cyberattack

Digital certificate

Dumpster diving

Firewall

InfoSec

An attempt by a bad actor to gain access to a computer system, device, or
network for the purpose of collecting
data, monitoring activity, or causing
damage.

These authenticate and approve the
identity of a person, organization, or
service.

Distributed denial-of-service
attack (DDoS)

Hackers search through garbage
looking for information that will help
with an exploit. Organizations and
individuals who don’t consistently use
a shredder are particularly vulnerable
to this method.

A system of software and hardware
that’s designed to prevent unauthorized access to a computer or computer network.

An abbreviation for “information
security,” InoSec can refer to the companies and professionals who work
within cybersecurity.

Hacker

Jailbreak

This is a DoS using a battalion of
machines.

Encryption

This term means different things to
different people. People who tinker
with code, to purposely manipulate
it, are hackers. Some are good, and
some are bad. In popular culture,
“hacker” has taken on a reductive,
distinctly negative connotation.

A way of removing the restrictive
manufacturer’s code from a device
so that you can reprogram it to function as you desire.

Dark web
Encrypted networks that are not
easily accessible by outsiders. Users
are anonymized. Illegal activities are
often carried out on the dark web,
such as selling company data.

DNS hijacking

Data leakage

This attack changes a computer’s
settings to ignore a domain name
system (DNS) or to use a DNS that’s
controlled by malicious agents.

The unauthorized access of information resulting in leaks, theft, or loss.

Doxing

Denial-of-service attack (DoS)
This is when a hacker sends so many
requests to a website or network that
the traffic temporarily overwhelms
the servers, and the site or network
goes down.

62

When hackers root out and publish
personally identifying information
about someone online.

Dump
The term for a trove of data released
by hackers.

Using special code or software to
scramble data so that it cannot be
read by a third party, even if it is intercepted.

End-to-end encryption
When an encrypted message is
scrambled on both ends, as it is sent
and again as it is received.

Keys

Hacktivist

The code that, just like a physical key,
is used to lock or unlock a system,
encrypted message, or software.

Someone who hacks for social or
political reasons.

Malware

Exploit

Honeypot

The general term for leveraging
a vulnerability in a piece of code,
software, hardware, or a computer
network.

A system or network designed to look
like a high-value target but instead
built to attract hackers, watch their
work, and learn from their techniques.

Any software program that’s designed to manipulate a system, by
stealing information, augmenting
code, or installing a rogue program.
Rootkits, keyloggers, spyware, and
everyday viruses are examples of
malware.
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Cybersecurity Terms Every Executive Should Know

Man-in-the-middle (MitM)
attacks
This occurs when a hacker impersonates a trusted connection in order to
steal data or information or to alter
communications between two or
more people. These are especially
common in businesses.

one, make sure to use a complicated
password at least 36 characters long
with lots of special characters, numbers, and capital letters.

Patch
An after-market fix to address technological vulnerabilities.

Phishing
We’ve all seen a phishing attack
at least once. They usually come in
the form of an email from a trusted
contact. Once you open the message
or attachment, your computer, your
data, and the network you’re on become vulnerable to attack.

Metadata

Penetration testing

Plaintext

This is the data that explains what’s in
another set of data, such as a JPEG
photo, email, or webpage.

The practice of trying to break into
your own computer or network, in
order to test the strength of your
security.

This is text without any formatting. In
the context of cybersecurity, it also
refers to text that isn’t encrypted.

Password managers
These third-party tools let you remember one master password to unlock
a database of all your other passwords. You can still use a completely
different password for every site and
service you use. While password managers are a good idea in theory, many
are cloud-based. If a hacker gains
access to your password manager,
you’re in big trouble. So, if you do use
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PGP (Pretty Good Privacy)
You may have seen PGP numbers
showing up in Twitter and Facebook
bios. PGP is a basic method of encrypting email (and other data). In order to receive and read the message,
your intended recipient must use a
private key to decode it.

Ransomware
This is malware that allows a hacker
to break into your computer or network and then take away your access until you pay a specified fee or
perform a certain action.

RAT (Remote Access Tool)
RATs are Remote Access Tools. If
you’ve used a remote login service
to access your office computer while

away from work, you’ve used a RAT.
But RATs can be malicious, too; just
imagine a hacker using a RAT to take
over your workstation.

Root
The root is the central nervous system of a computer or network. It can
install new applications, create files,
and delete user accounts, among
other things. Anyone with root access
has ubiquitous and unfettered access.

Rootkit
Rootkits are malware designed for
root access. Often undetected, rootkits start running when you start your
computer, and they stay running until
you turn your machine off.

Screen Scraper
A device or virus that captures private
or personal data by logging information that is sent to a visual display.

Social Engineering
An attack that manipulates users
into performing specific actions or
divulging personal or account information. These threats are common in
companies and often result in data
breaches.

Spearphishing
A more targeted form of phishing to
smaller groups, typically within social
networks or work environments.

Spoofing
In general, any time data is changed
to mimic a trusted source, it’s being
spoofed. Changing the “from” section
or header of an email to make it look
as though it was sent by someone
else is an example of spoofing. Hackers spoof emails by impersonating
people you know and then launch
phishing attacks.
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Cybersecurity Terms Every Executive Should Know

Verification

White hat

Ensuring that data, and its originators,
are authentic.

Not all hackers are bad. White hat
hackers work on highlighting vulnerabilities and bugs in order to fix them
and protect users.

Virtual private networks (VPNs)
VPNs use encryption to create a
private channel for accessing the
internet. They are necessary when
connecting to public networks, including those at airports, hotels, and
coffee shops.

Virus
Malware intended to steal, delete, or
ransom your files. Mimicking the flu,
this type of malware spreads, quite
literally, like a virus.

Vulnerability
A weakness in computer software
that hackers can exploit for their own
gain.
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Worm
Worms are a certain kind of invasive
malware that spreads like a virus.

Zero-day exploits
In the hacking community, zero-days
(also written as “0day”) are prized
tools because they are undisclosed
vulnerabilities that can be exploited.
Once the flaw is revealed, programmers have zero days to do anything
about it.

Zombie
A computer, connected device, or
network that’s been infected by malware and is now being used by the
hacker, probably without the primary
user’s knowledge.
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How these trends impact your company
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STRATEGY

INNOVATION

R&D

GROWTH

The intersection of technology, policy, and
politics affects every organization. As lawmakers begin to craft new types of regulations to
address emerging technologies, businesses
must address policy uncertainty in their longterm strategic planning. Anti-competitiveness
lawsuits and antitrust investigations will have
a chilling effect on merger and acquisition
activity by the big tech companies. If one of
the companies under scrutiny provides some
(or all) of your technology stack, further improvements and features could be paused if
lawsuits were to siphon off resources. Likewise,
how a company collects, uses, and stores
data; the technology acquisitions business
units make; the vendors and partners selected;
and investments made in security all affect its
future. The dynamic nature of cybersecurity will
directly impact corporate strategic initiatives in
a variety of areas, including digital transformation, growing operating income, international
expansion, and more.

Policy uncertainty creates all sorts of hurdles
for innovation teams. At least when it comes to
the U.S. and China, both administrations have
demonstrated clear, decisive plans. This should
give innovation teams the foundation they
need to work on new products and services
related to climate change, transportation,
biotech, artificial intelligence, and blockchain
technologies. On the security front, those who
work in innovation have a unique set of skills
that could aid in a company’s approach to
privacy and security. One of the biggest challenges faced by companies is that they do not
think creatively about adversaries or next-order outcomes. For example, before a company
launches a new product, it would be useful to
host a workshop to deeply investigate all of the
possible ways the product could unintentionally cause harm—or bring harm to the business.

It is clear that China intends to lead the world
in many areas of R&D, including AI, biotech and
synthetic biology, pharmaceuticals, transportation, climate change mitigation, and space.
In recent years, China has launched new
programs to repatriate researchers from their
U.S. and European posts. But tech companies
are poaching talent also, from academic departments and other companies. With so much
competition, companies should develop strategies for R&D team acquisition and retention.
Security should be top of mind among R&D
teams, but within many companies, R&D units
struggle to keep pace with the changing technology landscape. This results in pet projects
taking up too much time, even when they don’t
lead to desired results—or moving too quickly
on projects without considering their security
or privacy implications. The cadence of R&D
teams must be adjusted to accommodate
emerging privacy and security considerations.

As we continue to build our new normal—
working from anywhere, dealing with security
breaches, adapting to patchwork regulation—
adaptability will be key to every company’s
ability to thrive and succeed. There are ample
opportunities for growth. Companies capable
of monitoring signals and trends, modeling
next-order outcomes, and actively rehearsing
the future will identify new opportunities to
unlock growth.
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Key Questions

We recommend using this report
to support your strategic foresight
activity in the coming year. Every
executive team should begin by
asking these questions:

1
 Is our company’s government
affairs team proactive enough,
or is it simply responding to policy
changes?
 In what ways might we play a role
in shaping policy related to our
industry’s evolution?
 If our company operates in markets
where a patchwork of regulations is
likely to persist, how can we adapt?
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2
 As a government agency, are we
planning in a meaningful way for
the longer term?
 Can we develop actionable, longterm plans that will withstand a
change in leadership?
 As technology evolves, how will our
local, state, provincial, countrylevel regulations keep pace without
stifling innovation and growth?

3
 What parts of our business make
us a target for attacks? Is there
anything in our company’s values,
or the way we interact with
consumers, that would attract the
ire of hactivists?
 What might a future breach entail?
Can we build scenarios in advance
and anticipate our vulnerabilities?
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TRENDS IN ACTION

Trends in Action

Benefits of Strategic Foresight

The Future Today Institute Supports Executive Leaders and Their Teams

33% Higher Profitability

The Future Today Institute works closely with executive leadership and management
teams to transform their strategic thinking on the future.

Companies using a dedicated strategic foresight process outperformed the average
by a 33% higher profitability.

200% Growth
Companies using a dedicated strategic foresight process outgrew their competitors by
200% in desired areas.

We leverage these and other trends and use applied foresight to develop deep (20+
years), long-range (10+ years) and near-term (2+ years) scenarios and strategic plans.
FTI’s advisory services include signal mapping, trend identification, scenario
development, risk modeling, visioning, and strategic planning.

25% Improvement
Companies say that strategic foresight improves business objectives and planning,
helps define new markets, and builds flexible mindsets among executives, even in
times of deep uncertainty.
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About the Future Today Institute
Founded in 2006, the Future Today
Institute researches, models, and
prototypes future risk and opportunity. As the leading strategic foresight
and futures management consultants to executive leadership teams
worldwide, FTI’s data-driven applied
research reveals trends and calculates how they will disrupt business,
government, and society.

Contact Us

Together with our clients and partners, FTI is helping leaders achieve
their preferred futures. Our pioneering, data-driven forecasting methodology and tools empower leaders
to make better decisions about the
future, today.

Twitter

hello@futuretodayinstitute.com
267-342-4300
www.futuretodayinstitute.com

Social
@FTI

LinkedIn

@Future-Today-Institute
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@FutureTodayInstitute

Instagram

@futuretodayinstitute
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Disclaimer
The views expressed herein are the
authors’ own and are not representative of the greater organizations in
which they have been employed. The
names of companies, services, and
products mentioned in this report are
not necessarily intended as endorsements by the Future Today Institute or
this report’s authors.
The Future Today Institute’s 2022 Tech
Trends Report relies on data, analysis, and modeling from a number
of sources, which includes sources
within public and private companies,
securities filings, patents, academic research, government agencies,
market research firms, conference
presentations and papers, and news
media stories. Additionally, this report
draws from the Future Today Institute’s previous EMT Trends Reports,
FTI Trend Reports, and newsletters.
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FTI’s reports are occasionally updated on the FTI website.
FTI advises hundreds of companies
and organizations, some of which are
referenced in this report. FTI does not
own any equity position in any of the
entities listed in this presentation.
Any trademarks or service marks used
in this report are the marks of their respective owners, who do not endorse
the statements in this report. All rights
in marks are reserved by their respective owners. We disclaim any and all
warranties, expressed or implied, with
respect to this report.
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Using and Sharing the Material in this Report

We invite you to use, share, and build
upon the material in our 15th annual
Future Today Institute Tech Trends
Report. We are making it freely available to the public. This work is licensed
under a Creative Commons CC BYNC-ND 4.0 International License.

You are free to:

Under the following terms:

You are prohibited from:

Share

Attribution

Commercial Sharing

Copy and redistribute the material in
your organizations and classrooms.

You must give appropriate credit to
the Future Today Institute, provide a
link to this Creative Commons license,
and indicate if any changes were
made. You may do so in any reasonable manner, but not in any way that
suggests that the Future Today Institute endorses you or your use.

Don’t copy and redistribute this material in any medium or format for
commercial purposes, including any
personal/corporate marketing and
client services.

NonCommercial
You may not, under any circumstance,
use the material for commercial purposes.
No Derivatives
If you remix, transform, or build upon
the material, you may not distribute
the modified material.
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to the Future Today Institute.
Changing This Material
If you remix, transform, or build upon
the material, you may not distribute
the modified material.
Additional Restrictions
You may not apply legal terms or technological measures that legally restrict
others from doing anything this license
permits.
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